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Abstract
The International Fusion Materials Irradiation Facility-DEMO-Oriented Neutron Source
(IFMIF-DONES) is an advanced neutron source driven by an accelerator, designed to generate
high-energy neutrons for testing materials intended for DEMO, the upcoming fusion reactor.
Due to the plant’s complexity, a reliable central control system is essential to manage and
supervise operations safely. This paper reviews recent progress in the design of the control
systems for IFMIF-DONES, with a focus on the transition into the full definition design phase.
The aim is to provide here a clear and comprehensive description of the current state of the art in
control systems design, outlining the latest advancements and challenges. The IFMIF-DONES
control systems is composed of two levels: the central instrumentation and control systems
(CICSs) and the local instrumentation and control systems, connected together by a complex set
of communication networks and buses. CICS consists of three core systems: control data access
and communication (CODAC), machine protection system (MPS), and safety control system
(SCS), each tasked with specific functions. CODAC handles overall coordination, orchestration,
and data management; MPS is responsible for machine protection; SCS ensures safety for
personnel and the environment. The CICS architecture follows a hierarchical structure that
supports a modular and scalable design, integrating redundancy and fault tolerance. Utilizing a
distributed approach, the architecture incorporates fast devices and specialized networks
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for real-time communication between control units. This paper details the current design status
of each CICS system and outlines both ongoing and future integration plans within a unified
control structure. One key challenge in this integration is synchronizing data acquisition and
managing interlocks. Artificial intelligence tools can significantly enhance CICS subsystems,
enabling data-driven decision-making, predictive maintenance, adaptive control, and intelligent
optimization.

Keywords: IFMIF-DONES, I&C, safety control, data acquisition, fusion energy,
machine protection

(Some figures may appear in colour only in the online journal)

List of acronyms

Acronym Definition
AC Alternating current
AI Artificial intelligence
API Application program interface
ARM Area radiological monitoring
AS Accelerator systems
ASIC Application specific integrated circuit
ASME American Society of Mechanical Engineers
AWS Alarms and warning subsystem
CDCS Control and data communication subsystem
CIC Central instrumentation cubicle
CICS Central instrumentation and control systems
CIS Central interlock subsystem
CMPS Central machine protection system
CODAC Control data access and communication
COM Communication
COS Common operational state
COTS Commercial off the shelf
CPS Coordinated programmable safety (function)
CRS Central control room equipment and

human–machine interface subsystem
CS Conventional systems
DAC Derived air concentration
DAU Data acquisition unit
DBA Design basis accident
DC Direct current
DEMO Demonstration power plant
DI Digital input
DMS Data management subsystem
DMZ DeMilitarized Zone Network
DO Digital output
DONES Demo Oriented Neutron Energy Source
DTN Data transfer network
E/E/PE Electrical/Electronic/Programmable Electronic

systems
EMC Electromagnetic compatibility
EMI Electromagnetic interference
EMP Electromagnetic pulse
EMS Environmental monitoring subsystem
ENS Early neutron source
EPS Electric power system
EQ Equipment qualification
ERMS Effluent releases monitoring subsystem
EUC Equipment under control (IEC-61508)
FMEA Failure mode and effect analysis
FO Optical fiber
FPGA Field-programmable gate array

GOS Global operational state
GRMS Gaseous release measurement subsystem
GUI Graphical user interface
HEPA High efficiency particulate air
HFE Human factor engineering
HFTM High flux test module
HMI Human machine interface
HP Health physics
HPL Health Physics Laboratory
HRLs Heat removal loops
HT Tritium - hydrogen gas
HTO Tritium - water vapor
HV High voltage
HVAC Heating, ventilation and air conditioning
HW Hardware
I&C Instrumentation and control
IAEA International Atomic Energy Agency
IC Ionization chamber
ICS Impurity control system
IDCS Interlock data communication subsystem
IEC International Electro-Technical Commission
IEEE Institute of Electrical and Electronic Engineers
IFMIF International Fusion Materials Irradiation

Facility
IMS Interface management system
IN Interlock network
IP Internet protocol
IRMS Individual radiation monitoring subsystem
ISO International Organization for Standardization
LC Local controller
LCCS Local conventional control system
LHS Local hardwired safety function
LICS Local instrumentation and control systems
LMPS Local level machine protection system
LPF Local passive safety function
LR Low range
LS Lithium systems
LSC Local safety controller
LV Low voltage
MPS Machine protection system
MV Medium voltage
NTP Network time protocol
OPC UA Open platform communications unified

architecture
OSS Occupational safety subsystem
PASS Personal access safety subsystem
PBS Plant breakdown structure
PFH Probability of failure per hour
PLC Programmable logic controller
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PMS Process monitoring subsystem
PRA Probabilistic risk analysis
PSS Plant safety subsystem
PST Process safety time
PTP Precision time protocol
QA Quality assurance
R&D Research and development
RAMI Reliability, availability, maintainability, and

inspectability
RAMSES Radiation monitoring system for the

environment and safety
REF Reference
RF Radiofrequency
RH Remote handling
RSU Radiological synthesis unit
RT Real-time
SAR Safety analysis report
SAT On-site acceptance test
SCADA Supervisory control and data acquisition
SCC Supervision and central control subsystem
SCS Safety control system
SDCS Safety data communication subsystem
SFF Safe failure fraction
SIC Safety important class component
SIL Safety interlock level
SSC System, structure, or component
SW Software
TBC To be confirmed
TBD To be defined
TCP/IP Transmission control protocol over internet

protocol
TMS Timing subsystem
TS Test systems
UDP User datagram protocol
UPS Uninterruptible power supply
WR White rabbit
WS Workstation

1. Introduction

In future fusion power plants, the first wall region will be
exposed to a harsh radiation environment characterized by
high-energy neutrons [1]. For the DEMO reactor, materials
within the vessel will face neutron fluxes up to 5 × 1018 neut-
rons per squaremeter per second at a peak energy of 14.1MeV.
This intense radiation could cause significant damage, with
potential displacement damage exceeding 10 displacements
per atom (dpa) per year and a helium production rate of 10−13

appm/dpa. To ensure a safe design, access to a fusion-relevant
neutron source is a critical priority [2].

Existing neutron sources cannot replicate the harsh radi-
ation environment found in future fusion power plants [3]. An
accelerator-based neutron source utilizing D-Li stripping reac-
tions is considered the best option for producing the necessary
neutron flux and spectrum [4, 5]. The EU provided funding
through the EUROfusionWork Package Early Neutron Source
(WPENS) and Fusion for Energy (F4E) to develop such a

source, known as IFMIF-DONES [6–9]. This facility is out-
lined in the EU Roadmap [10].

The IFMIF-DONES Plant design consists of five primary
systems [11]: the accelarator systems (AS), the lithium sys-
tems (LS), the test systems (TS), the plant systems (PS), and
the central instrumentation and control systems (CICS). The
AS produce a 5 MW deuteron beam that impinges on a liquid
lithium target. The LS control lithium flow, heat removal, and
purification. The high flux test module (HFTM) is part of the
TS and houses material samples for testing. The I&C System,
which includes the CICS, regulates plant operations, suppor-
ted by PS.

The characteristics of these systems are widely described
in several papers (see for example [12–14]) and their state-
of-the-art design is presented in other papers of this journal’s
Special Issue.

This work focuses on the I&C System, whose overall archi-
tecture has been introduced in its various stages of progress in
[15–18].

Control systems in particle accelerators are vital for ensur-
ing precise operation, synchronization, protection and safety
[19]. These systems manage complex machinery, instrument-
ation, and experiments, enabling high-energy physics research
and various industrial applications.

Each experimental facility employs its own control frame-
work for various reasons: historical period of the project,
previous skills of the designers involved, proximity to the
industry, in-house code development ability, emergence of
innovative technologies on the market, maintenance manage-
ment, to name just a few. It is therefore very difficult, if not
impossible, to identify the best HW and SW technology solely
based on technical evaluations.

As a result, each control system in accelerator facilities has
its strengths and weaknesses. For example, EPICS [20] and
TANGO [21] are the most widely used for large-scale facilit-
ies due to their scalability, while industrial SCADA systems
based on PLCs and commercial tools are more suited for low-
level HW control and instrumentation. Ultimately, the choice
depends on the specific needs of the accelerator, including
complexity, budget, and the scale of the control tasks involved.
Most modern particle accelerators combine multiple control
frameworks to achieve the best balance of flexibility, real-time
control, and ease of use. This is also the approach followed in
the design of the IFMIF-DONES control system, which may
be called a hybrid control system, as will become clear later in
the paper.

Therefore, a comparison with other similar facilities and
plants, i.e. particle accelerators or more generally large
research facilities, is beyond the scope of this work, whose
sole objective is the high-level presentation of the architec-
ture and requirements of the control system design, albeit often
with particular attention to the SW and HW technologies cur-
rently considered as candidates. It should also be remembered
that the entire project is still underway (in the so-called ‘pro-
ject definition phase’), therefore all choices may be subject to
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revision by virtue of the technical, scientific or management
needs of the project, or more simply due to the emergence of
new technologies in the market or in research.

In this work, the approach to the IFMIF-DONES con-
trol is presented from a centralized perspective: local con-
trol systems will be described in terms of their require-
ments only, while their physical implementations are not con-
sidered here (they are discussed elsewhere, as their specific
design depends on the type of physical system they have to
control, whose physics can vary significantly from case to
case).

A centralized vision for the control system of a plant is cru-
cial for ensuring seamless integration (i.e. avoiding the need
for custom-made SW or complex adaptations), coordination,
andmanagement of complex operations. By unifying the mon-
itoring and control functions under a single, cohesive frame-
work, it enables real-time visibility of processes across dif-
ferent subsystems, enhancing operational efficiency, decision-
making, and safety. A centralized control system reduces the
risk of errors, allows for quicker responses to anomalies or
failures, and simplifies maintenance through streamlined dia-
gnostics and troubleshooting. Moreover, it provides a scalable
foundation for future upgrades, ensuring the plant can adapt to
evolving technologies and operational demands, while main-
taining reliability and performance.

This paper provides an overview of the current state of the
overall design for the CICS, with a focus on the key advances
in the three main CICS Systems: control data access and com-
munication (CODAC), machine protection System (MPS) and
safety control system (SCS), and their intercommunication
with the local systems.

Since this is the first complete presentation of the IFMIF-
DONES plant control system, priority was given to the
descriptive approach of the entire project rather than critically
evaluating individual problems, to which specific work will be
dedicated in the future.

In particular, in section 2, the IFMIF-DONES control sys-
tems architecture is presented from a centralized perspective.
Section 3 presents the current state of CODAC, while section 4
and section 5 present advancements in the design of MPS
and SCS, respectively. Local control is widely described in
section 6, while the communication networks are extensively
introduced in section 7. Section 8 addresses the problem of
protection and safety from a more transversal point of view,
including the problem of comparison with the safety standard
to follow. Finally, section 9 draws some conclusive lines that
give a glimpse of some of the possible future developments
that may accompany the next few years and the future phases
of the project.

2. DONES control systems architecture: a
centralized perspective

The DONES I&C system features a hierarchical structure,
similar to other experimental plants (see for example the ITER

Figure 1. DONES I&C systems: general top-level architecture.
Adapted from [15], Copyright (2019), with permission from
Elsevier.

case [22–25], or other modern I&C systems for tokamaks
[26]), with a top-level CICS overseeing local instrumentation
and control systems (LICS).

The centralized control system relies on seamless data
acquisition, processing, and command transmission to ensure
smooth and safe operations. Data acquisition from various
sources, such as sensors, equipment, and monitoring systems,
allows the control system to gather real-time information about
the plant processes. Data are then processed and analyzed to
detect anomalies, optimize performance, and ensure compli-
ance with operational parameters. Based on this analysis, the
control system generates commands that are transmitted to
local control systems, enabling precise adjustments and cor-
rective actions. The user interface plays a critical role in sys-
tem monitoring and control by providing operators with real-
time insights into the plant performance, ensuring informed
decision-making. Additionally, safety interlock functionalities
are integrated into the system to automatically halt operations
in hazardous situations, ensuring personnel and equipment are
protected. This holistic approach to data management, ana-
lysis, and control ensures plant efficiency and safety.

The overall system employs a distributed control approach,
granting local subsystems independence while maintaining
central oversight. The CICS manages, monitors, and regu-
lates plant parameters, stores data, and provides a system-wide
view. It relies on supervisory tools to maintain constant com-
munication with LICS and interact with other subsystems in
RT. In figure 1 the general top-level architecture is shown (as
an evolution of the preliminary design in [15]).

Sensors and actuators are here used as general terms,
with specific implementations varying based on the system.
They range from simple devices like thermocouples and flow
meters to more complex diagnostic instruments. Actuators
often include electromagnetic pumps, valves, or motors.While
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detailed descriptions of these instruments are beyond the
scope of this paper, they are discussed in specific papers on
diagnostics [27] or elsewhere in this journal’s issue. In prin-
ciple, raw signal data is processed and converted into pro-
cess variables (PVs), accessible throughout the plant. LICS
are responsible for controlling subsystems and components
to maintain PVs within specified ranges at a local level. I&C
Systems typically include a HMI and operational monitoring
capabilities at each hierarchical level.

The control architecture relies on a real-time distributed
control system built using also open-source SW. Robust con-
trol HW, such as FPGAs and programmable automation con-
trollers or PLCs, is employed. Communication networks,
including Ethernet and 10 Gigabit Ethernet, facilitate the reg-
ulation and monitoring of the entire plant operation and status.

Figure 1 shows how the CICS is divided into three func-
tional systems CODAC, MPS, and SCS. These systems main-
tain continuous, two-way communication with their counter-
parts at the local level using specific networks and buses. The
basic architecture of CODAC, MPS, and SCS was introduced
in [16–18].

Such a modular subdivision allows for a focused design
approach while meeting the specific availability and security
requirements of each system, which do not necessarily have to
be the same. At the same time, this is an open-base architec-
ture, enabling the adoption of either an industrial SCADA or
open-source SW for implementation (while considering any
future specific requirements that might affect the feasibility of
one option over the other).

In figure 2 a decomposition of the CICS systems and sub-
systems is presented. The internal blocks of CODAC, MPS
and SCS will be illustrated in sections 3–5.

In table 1 the main design specifications for the CICS archi-
tecture are reported.

In what follows an overview about the current design of the
CODAC, MPS and SCS systems will be then provided, taking
into account both ongoing and future integration plans within
a unified control structure.

3. The CODAC system

A detailed description of the main components of the CODAC
System, namely data management (DMS) subsystem, the HMI
system, and the timing subsystem (TMS), has been prelim-
inary given in [15, 16]. In what follows a summary and an
updated insight will be provided.

3.1. CODAC functions

The control of the IFMIF-DONES plant relies on a net-
work of complex systems managed by a central coordin-
ation and management system [15–18]. The CICS ensures
comprehensive control over the entire IFMIF-DONES plant,
handling the management, monitoring, and control of all
plant parameters and variables, as well as data storage and

Figure 2. Decomposition of the DONES plant instrumentation and
control subsystems. Adapted from [15], Copyright (2019), with
permission from Elsevier.

Table 1. CICS general design specifications.

CICS
system

Safety
classified

Total number of
signals/second
(indicative numbers)

Quality
class

Reference
standards

CODAC No 15 000 −25 000 QC-3/QC-4 Industrial
MPS No 300–500 QC-3 IEC 61508,

Safety
integrity
level

SCS Yes 100 (SIC-1),
500 (SIC-2), 2000
(NSC))

QC-1/QC-2 IEC 61226,
IEC 61513,
IEC 61508

visualization. It operates through a series of supervisory sys-
tems that maintain continuous, bidirectional communication
with the LICS, which manage the local control of individual
subsystems.

The CODAC System is the component of the CICS
responsible for coordinating the local control systems of
IFMIF-DONES, orchestrating their operations, and collecting
and archiving all plant-generated data. Specifically, CODAC
oversees the supervision and control of normal IFMIF-
DONES system operations, ensuring that the MPS is not inad-
vertently triggered.

CODAC has been designed as a two-level architecture:

• Central CODAC system: This system coordinates control
and monitoring across all PSs;

• Local conventional control system (LCCS): Integrated into
each LICS, this system provides control functionality during
normal operations.
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Figure 3. CODAC functional breakdown.

Figure 4. CODAC data handling functional breakdown.

The primary role of the CODAC system is to ensure the
coordination of all technical systems within the plant—
whether part of the AS, LS, TS, or PS—through configura-
tion, synchronization, and data retrieval. Additional key func-
tionalities of the central CODAC system include: monitoring
all PSs; displaying system statuses for operators; automating
scheduled operations; retrieving and storing data from all local
systems; acquiring and archiving experimental data; managing
alarms and warnings.

Moreover, CODAC monitors, archives, and displays the
behavior of both the CMPS and the central SCS (CSCS). In
response to actions initiated by CMPS or CSCS, CODAC can
execute corrective or evasive measures to restore normal oper-
ation or safely shut down the plant.

Figure 3 shows the CODAC functional breakdown to
provide plant control, while figure 4 presents a possible data
handling functional breakdown.

3.2. CODAC subsystems

The central CODAC system is composed by six subsystems:
SCC, TMS, DMS, CRS, AWS, and CDCS.

Each subsystem plays a vital role in ensuring that the
CODAC system functions as the nerve center of the IFMIF-
DONES plant, enabling coordinated control, monitoring, and
data management across all operations. The main functions of
each CODAC subsystems are described hereinafter.

3.2.1. The SCC subsystem. The SCC subsystem oversees
the coordination and global management of plant operations.
It ensures synchronization between local systems and the cent-
ral control, orchestrating the smooth operation of all plant sub-
systems. It receives the information necessary for operation of
the DONES plant from the local subsystems. The status of the
plant operation will be displayed on the central control console
of the SCC. Each LICS receives low-level commands as well
as high-level commands from the CICS that result in multiple
commands toward the process. The LICS is responsible for the
interpretation of the high-level command and transform it into
multiple unitary commands, controls their execution and sends
back the execution status to the CICS. For state machines, the
LICS shall send an execution status for each transition back to
the CICS.

3.2.2. Timing subsystem (TMS). The overall time sequence
of operation is centrally controlled by the timing signal
imposed by the TMS. The TMS sends master clock signal to
the TMS gateway of each system to synchronize all the clocks
of the plant. The system provides accurate and synchronized
timing across the entire plant, ensuring that all devices and sys-
tems operate in unison. This synchronization is vital for time-
sensitive operations, data collection, and system coordination.
A more detailed description of the operation of the TMS will
be given in section 7 within the discussion on networking.

3.2.3. Data management subsystem (DMS). The DMS
is responsible for archiving process information and system
information. The DMS handles the acquisition, storage, and
processing of both operational and experimental data gener-
ated by the plant. It ensures data integrity and availability
for real-time analysis and post-operation reviews. Every LICS
shall be able to send acquired or computed information to
the CICS in raw data or engineering units. The DMS is also
responsible for the integration of all data exchanged in the
plant through the control framework.

3.2.4. Central control room equipment and HMI subsystem
(CRS). The operator user interface in the central control
room (CCR) provides the tools and interfaces that operators
use to monitor, control, and manage the plant operations from
the CCR. It ensures that plant personnel can interact with the
system safely and efficiently by means of a HMI implemented
in the operator console in order to permit the user to monitor,
supervise and control all relevant processes. The aim of the
operator user interface is to facilitate effective operation and
control of the subsystems. The interface is graphic-based and
animated with feedback information coming from the process,
which helps the operator in making operational decisions.

3.2.5. Alarms and warnings subsystem (AWS). The AWS is
responsible for detecting and managing alarms and warnings
within the plant. It ensures timely notification of any abnormal
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conditions or system failures, allowing operators to take cor-
rective action promptly. The system delivers crucial inform-
ation to operators via a CODAC system service designed for
fault diagnosis and correction. The primary purpose of alarm
annunciation is to alert operators to deviations from normal
operating conditions. The ultimate goal is to prevent or min-
imize physical and economic losses by enabling operators to
intervene in response to the conditions that triggered the alarm.
Speed and precision in identifying alarms that require immedi-
ate attention are critical. A plant-wide alarm andwarningman-
agement policy will be established to handle alarm situations
and ensure corrective actions are taken tomaintain continuous,
safe, and normal operation.

3.2.6. Control and data communication subsystem (CDCS).
The CDCS ensures reliable communication across the plant
technical systems. It facilitates the transmission of control
commands, data collection, and system status updates between
the central and local systems, ensuring the smooth operation
of the entire facility.

3.3. Local CODAC controllers

The local CODAC controllers are responsible for detecting
and monitoring selected variables within the system. These
controllers maintain direct interfaces with the central CODAC
for notifications and the exchange of information related to
the plant normal control. Local CODAC controllers act as
field controllers, responding to signals—either from sensors
or from central CODAC—with appropriate control actions.
Conceptually, the local CODAC controllers are distinct from
local interlock controllers (LICs) and local safety control-
lers (LSCs), which are dedicated to exchanging data with the
CMPS and the SCS, respectively.

The local CODAC controller modules can have associated
control functions and/or monitoring and communication func-
tions, with associated high-level functions:

• Control function module: local events detection, execution
of local actions, acknowledgement of central CODAC com-
mands, execution of central CODAC commands, transmis-
sion of measured data to the central CODAC.

• Monitoring and communication module: time synchroniza-
tion, system health monitoring, export diagnostic data to the
central CODAC, export archive data to the central CODAC.

3.4. CODAC services

From a SW perspective, the CODAC System consists of a
group of servers running a set of SW services collectively
known as ‘CODAC Services’. These services handle all the
tasks required by the CODAC system, with some services
(such as HMI, alarm and warning, or storage services) poten-
tially utilizing the same framework, while others (like the tim-
ing system) may be implemented separately. The CODAC ser-
vices are accessible by various CODAC clients, each running

Figure 5. CODAC main components identification: software
architecture.

task-specific applications that can connect to and utilize the
available services (as illustrated in figure 5).

The CODAC services provide supervisory and control
(SCADA) functions across the entire plant. Each service is
designed to perform a specific task transparently, offering
a clear and well-defined interface. This interface acts as a
boundary between CODAC, local I&C systems, computa-
tional functions, and data storage. Task-specific HMI applic-
ations, referred to as ‘CODAC clients’, can leverage these
services for different purposes, such as operator control, dia-
gnostics, or power management.

The CODAC services include:

• Alarm system—This service is responsible for monitoring,
recording, and handling abnormal situations reported by the
plant I&C system and other systems required for operation.
It supports both automatic actions and operator interven-
tions. The system continuously tracks alarm triggers within
the control system and assists the operator by promptly
alerting them to conditions requiring attention. It provides
guidance, enables access to dedicated displays, executes
commands, and allows for the acknowledgment of alarms.
Additionally, the service ensures that alarms are communic-
ated to relevant stakeholders, such as through a GUI, log-
ging into the central database, and providing tools for gen-
erating reports and analyzing alarm patterns, including their
frequency and occurrence.

• Electronic logbooks—The goal of this service is recording
the execution of procedures and activities during operation
and tests.
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• Workflow scheduler—This application offers the support
for the execution of the sequence of commands involving
a given set of LCC.

• Health monitoring—This service enables the continuous
monitoring and diagnostic assessment of both the SW and
HW infrastructure. It ensures that all components of the sys-
tem are functioning optimally, identifying potential issues
before they escalate into significant problems. By track-
ing the health of the infrastructure, this service helps main-
tain system reliability and performance, allowing for timely
interventions and maintenance when necessary.

• Database management—This service is responsible for
overseeing the storage and retrieval of data within the sys-
tem. It ensures that all relevant information is organized,
secure, and easily accessible for both operational needs and
analysis. By maintaining a structured database, this service
facilitates efficient data management, allowing for quick
access to historical data, reports, and real-time information,
which is essential for informed decision-making and system
performance.

The CODAC services exchange data with the LCCS by means
of the CODAC Network, and with the MPS and SCS systems
at CICS level.

The exchanged data encompasses the following categories:

• LICS LC monitoring and control: This data set reflects the
current status of the controlled LICS and is refreshed with
each control cycle. It features a bidirectional data flow
that includes both control and monitoring information. The
CODAC network facilitates the transfer of such data, with
each system required to report its status to the CICS by
providing the current local state known as the common oper-
ational state (COS).

• LICS LC batch data transfer: This type of data is collec-
ted by the LC at high speed and may require local pro-
cessing. Consequently, the transfer can be delayed and
batched for efficiency. Similar to the monitoring and con-
trol data, this information is also transferred via the CODAC
network or CDCS.

• CICS MPS status monitoring: This data flow captures the
current status of the MPS, including the interlock statuses
obtained from all local protection systems. This data is trans-
mitted through the interlock bus and network or IDCS.

• CICS safety system status monitoring: This flow of data
reflects the current status of the safety systems and
includes interlock statuses acquired from all safety ele-
ments. This information is transferred via the safety control
network or SDCS.

3.5. Control framework technology for CODAC

The primary control framework currently employed for the
IFMIF-DONES control systems is the EPICS control infra-
structure. EPICS is an open-source SW platform (first released
in 1994 but become open source and freely distributable in
2004), which is continuously maintained by a community of
researchers across different scientific facilities. It benefits from

numerous contributions and custom developments tailored for
specific solutions, devices, and platforms.

This choice is driven by various constraints and consider-
ations. First, EPICS is widely adopted in control systems for
particle accelerator facilities and has already been implemen-
ted in LIPAc, a prototype of the IFMIF-DONES constructed
in Rokkasho, Japan.

Second, the integration of some LICS using EPICS along-
side others utilizing industrial solutions that communicate via
standard protocols is a strong requirement.

On the other hand, for the MPS and SCS, an industrial
SCADA solution has been proposed to ensure compliancewith
reliability standards (see sections 4 and 5).

This coexistence of two distinct control system techno-
logies results in a hybrid control framework, necessitating
a gateway for intercommunication between EPICS and the
industrial SCADA. The dual SCADA systems introduce chal-
lenges related to protocol compatibility and potential delays
or bottlenecks. Consequently, ongoing optimizations aim to
mitigate these issues, such as developing simulators to assess
delays arising from protocol exchanges and striving to achieve
greater system homogeneity. The relative significance of the
two systems (EPICS and industrial SCADA) will ultimately
depend on the volume of signals exchanged, particularly the
number of EPICS input/output controllers (IOCs) integrated
into the system. This topic remains under discussion and will
be explored further in dedicated works, as it extends beyond
the current scope.

3.6. CODAC intercommunication

Three distinct network interfaces facilitate communication
between CICS and LICS:

• Control network: This shared interface manages all aspects
related to the SCC, AWS, CRS, and common information
stored by the DMS.

• Timing network: Dedicated to the TMS, this interface
ensures precise synchronization across the control systems.

• Massive data network: Designed for handling large volumes
of data, this network transmits raw data from fast controllers,
internal sensor variables, and other information that may not
be managed at the CICS level but is essential for optimiza-
tion and predictive maintenance. This data also feeds into
the DMS.

Regarding the last network, it is important to consider that the
plant will, in many cases, manage extremely high data rates
(i.e. greater than 10 kHz) for fast data logging and for expected
artificial intelligence (AI) technologies processing such data
in RT. For instance, as an illustrative example, if some signals
generate approximately 3 GB of data per second, with 5000
signals of this type, more than 250 TB of data could be gener-
ated daily. This has significant implications for network traffic
and storage management.

Figure 6 illustrates the arrangement of the CODAC com-
ponents and their associated network interfaces. Further
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Figure 6. CODAC components and network interfaces.

details on IFMIF-DONES networking will be given in
section 7.

As a primary requirement, the CODAC networks must sup-
port both ProfiNet and EtherCAT protocols. Additionally, the
integration of the OPC UA protocol is essential for facilitating
communication between controllers and service applications.
For interactions between CODAC services and operator WSs,
the use of web protocols such as HTML5, HTTPS, and FTP is
foreseen. Furthermore, implementing a redundant infrastruc-
ture is also a critical requirement to ensure system reliability
and availability.

3.7. CODAC RAMI

The CODAC system is required to maintain an inherent avail-
ability of no less than 98% during scheduled operation times,
which is essential for achieving the overall target of 70%
plant operation availability over the calendar year, along with
a maximum inherent availability requirement of 75% during
scheduled operation (see [11] for the project input require-
ments). A dedicated RAMI analysis will validate these object-
ives for the CODAC design. Design decisions, such as a
redundant architecture, enhance the confidence that these tar-
gets can be achieved. As a supervisory system, CODAC must
remain operational throughout various maintenance phases of
the plant. Switching off the CODAC is only anticipated in
the event of a complete plant shutdown. To further maxim-
ize availability and facilitate maintenance activities without
necessitating a full shutdown, critical components (such as
servers, UPS units, and disks) will be duplicated and moun-
ted on skids for easy replacement. These requirements high-
light the need for high availability within the CODAC control
framework.

Figure 7. Local and central MPS functions. Reproduced from [18].
CC BY 4.0.

4. The MPS system

The MPS is designed to safeguard the investment in the
IFMIF-DONES plant, ensuring that no significant loss of
investment or operational time occurs due to faults in the SSCs.

The MPS implements protection strategies across various
levels of the plant, both local and central, to optimize machine
protection and prevent:

• Failures of systems or equipment components
• Failures in the central or local control systems
• Incorrect operations

This is achieved using dedicated sensors, actuators, and high-
integrity logic solvers. It is important to note that all safety-
related aspects, including environmental, occupational, and
radiological safety, are handled by the SCS.

The MPS is structured in a two-tier architecture (figure 7):

1. Central MPS (CMPS): responsible for plant-wide protec-
tion actions, which is divided into:
a. The central interlock subsystem (CIS), further split into

CIS Train A and CIS Train B;
b. The IDCS.

2. Local MPS (LMPS): implemented within each LICS to
manage protection events locally, confined to its respective
subsystem.

The communication between CIS and MPS within the
LICS is managed through the IDCS (described in section 7).

In the current design of IFMIF-DONES, theMPS functions
are categorized into two primary levels:

1. Primary machine protection functions:
a. Executing the central MPS functions.
b. Supervising the local MPS functions.
c. Managing the overall MPS system globally.
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Table 2. MPS list of functions.

MPS functions

Beam reset to zero
Fast beam stop
Slow beam stop
Gate valve open inhibit
Beam condition (e.g., low/high duty cycle)
Emergency backplate cooling
Lithium loop shutdown
Electromagnetic pump stop (lithium systems)
Beam duct isolation (via gate valve closure)
Isolation of secondary loop (at the heat
exchanger inlets and outlets)
HVAC isolation
Activation of redundant pump (lithium systems)
Switch flow to redundant filter (lithium systems)

2. Service functions:
a. Providing supporting functions that ensure effective

machine protection.

The CIS coordinates these interlock functions via the IDCS
and collaborates with the local interlock systems in the cor-
responding LICS. The CIS supervises local interlock imple-
mentations and activates additional protections as necessary
to mitigate or eliminate detected hazardous conditions.

The preliminary list of MPS functions is reported in table 2.
These functions are critical for ensuring the safety and pro-

tection of the IFMIF-DONES plant in case of various faults or
hazardous conditions.

The main assumptions for the current MPS design are:

1. EPICS is the reference SCADA for CODAC (yet not the
only one);

2. WinCC OA is the reference SCADA for MPS;
3. The central interlock protection functions implemented by

the CIS shall be conform to safety integrity level 3 (SIL 3),
where SIL is defined according to IEC 61508 [28].

Assumption #3 is currently under investigation as it
imposes significant constraints on the MPS without being
based on a formal risk assessment. One of the key paramet-
ers driving the MPS architecture selection is the time require-
ment, defined as half of the process safety time (PST). PST
represents the time interval between a fault that could poten-
tially lead to a hazardous situation and the actual occurrence
of the hazard, if the protection mechanism does not act.

The main interlock event for the MPS is the Beam
Shutdown. A group of beam shutdown events are associated
with the MPS, for which the required processing time for the
central MPS controller ranges from 30 µs to 1 ms, with most
events demanding a response within 100 µs.

Considering that some sensors, such as thermocouples,
have response times that extend into seconds, it is expected that
some interlock chains will allow for a more tolerant MPS pro-
cessing time, potentially up to several hundred milliseconds.

The design requirements for the IFMIF-DONES MPS can
be compared with those of the LIPAc MPS. Some design

choices have been established ‘a priori,’ also based on the
available literature from similar facilities, with the aim of
improving the overall reliability by design. Notable design
decisions include:

• Redundant CIS: the system incorporates full redundancy,
with two independent trains (Train A and Train B) and key
components duplicated for added reliability.

• Physical separation of components: the components of the
two trains are installed in separate cubicles. Currently, it
is assumed that these cubicles will be located in the same
room.

• Minimized use of I/O modules: the MPS architecture
reduces the use of I/O modules, opting instead for com-
munication of interlock events and actions via the IDCS.
I/O modules are anticipated to be used only for interfacing
with the Safe PLC of the plant safety system (PSS) and for
manual hardwired override functions.

Other aspects, such as the implementation of redundancy and
the specific list of components, are contingent on the choice of
technology, which may be subject to change in the future.

The reference architecture for the MPS groups interlocks
into three main categories:

1. Slow interlocks: These are managed by a ‘slow architec-
ture’ using PLC controllers, where a central MPS pro-
cessing time of a few hundredmilliseconds (around 300ms)
is acceptable. This requirement was defined in the prelimin-
ary design and carried through to the detailed design phase.

2. Fast interlocks: Managed by a ‘fast architecture’ based on
fast controllers, this category requires central MPS pro-
cessing times in the millisecond range. The fast controller
is typically connected to FPGA and/or logic solvers for data
acquisition.

3. Super-fast interlocks: For time-critical functions with
response times as short as 30 µs, direct connections are
used. These bypass the Ethernet network, linking the cent-
ral MPS directly to the field.

The CIS is subdivided into four functional and HW mod-
ules to allow for operational flexibility, easier maintenance,
and progressive integration/commissioning (figure 8):

1. Supervisor module
2. System protection modules (SPMs)
3. CODAC interface module
4. SCS interface module

This modular design provides a structured and scalable
approach to system protection, meeting the diverse time and
functional requirements of the different interlock categories.

The primary goal of modularity in the CIS design is to
enable:

• Seamless integration: New local implementations of the
MPS within LICS can be integrated into an already existing
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Figure 8. MPS central interlock subsystem (CIS) and its interfaces.

Figure 9. MPS CIS Train A and Train B cubicles.

and operational version of the CIS with minimal changes to
the currently running components from the previous version.

• Flexible modifications: The modular structure allows for
the modification, or even disconnection, of one module
while ensuring that other CIS functions continue to operate
without interruption.

• Performance-based separation: Interlock functions requir-
ing different response times can be distributed across
distinct protection modules, ensuring that the system
can handle varying levels of performance requirements
efficiently.

This modular approach enhances flexibility, scalability, and
maintenance efficiency, supporting both the expansion and
maintenance of the MPS without compromising overall sys-
tem integrity.

The CIS modules are designed to handle different aspects
of system management and protection with specific high-level
functions, outlined as follows (see figure 9):

1. Supervisor module:
a. Interface with MPS HMI: Ensures communication with

the MPS HMI in the control room.

Figure 10. MPS CIS Train A and Train B interlock logics
(SPM-PLC).

b. Non-critical data exchange: Interfaces with LICS to
exchange non-critical data, such as health monitors and
diagnostics.

c. Interlock events logging: Manages the logging of inter-
lock events for future review and diagnostics.

d. Time synchronization: Distributed via the IN to all CIS
components (supervisor module, SPMs, WSs).

e. Centralized alarm and data management: Handled by
CODAC systems, with subsystems such as the DMS
and the AWS.

2. SPMs (see figure 10):
a. Receive interlock signals: Collect interlock signals

from LICS.
b. Send interlock commands: Issue interlock commands

back to LICS.
c. Receive local notifications: Notify central systems of

locally implemented interlock actions.
d. Implement interlock logic: Interlock logic is implemen-

ted within PLCs or FPGAs.
3. CODAC interface module:

a. Data exchange with SCC: Manages necessary data
exchange for plant operation.

b. Data routing: Routes monitoring data to the central
DMS and alarms to the central AWS.

c. EPICS integration: Converts data to EPICS PVs if
needed for system integration.

4. SCS interface module:
a. Receive SCS information: Gathers status information

from SCS servers and cubicles according to their cat-
egorization for monitoring and analysis.

It should be observed that the input/output (I/O) response
times are dependent on the branch handling the interlock sig-
nal (slow, fast, or hardwired). This implies that if an input sig-
nal is classified as ‘slow,’ the output will also be slow.

Two proposed configurations for the hardwired system
include:
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- Option 1: CIS directly connected to LICS sensors/actuators.
- Option 2: CIS FPGA connected to LMPS FPGA.

These configurations need to be further assessed, particularly
from the perspective of complexity, performance, reliability,
availability, and probability of failure per hour (PFH). Option
1 is noted as unstable due to the potential for EMI andmay lead
to a safety risk, as there is no feedback regarding the status of
the LICS or the plant.

The CIS slow architecture is designed for interlock func-
tions with a processing time slower than 300 ms. It utilizes a
Train A and Train B redundancy system to ensure reliability
and availability.

The optical fiber (FO) synchronization link between the
CPUs of Train A and Train B enables seamless role exchange
in case the active CPU becomes unavailable. Each CPU oper-
ates as either the master or standby, depending on the initial
configuration. From the system’s operational perspective, this
switchover is transparent, allowing the system to behave as
though only one CPU is active. Both CPUs are connected to
the same set of remote I/O through two separate branches,
ensuring one branch serves as a backup for the other in case of
failure.

The slow architecture of the system minimizes the use of
I/O modules, as interlock signals are primarily exchanged
through the IDCS network. During the preliminary design
phase of the MPS, the SIEMENS S7-400-FH PLC was con-
sidered the optimal candidate technology, meeting SIL-3
according to IEC 61508 standards. However, newer available
technologies should be explored in the future to address poten-
tial obsolescence.

Secure communication between the safety programs run-
ning on the fail-safe CPU (F-CPU) and the fail-safe inputs/out-
puts occurs through standard PROFIBUS DP or PROFINET
IO networks, which use the higher-level safety protocol
PROFIsafe. The ET 200M distributed I/Omodules were selec-
ted as compatible with the S7-400F/FH Systems. This choice
should be reviewed in the future, taking into account the
product lifecycle and the availability of modern alternatives.

The fast architecture is designed to handle interlock func-
tions with more demanding timing requirements, ranging from
a few milliseconds up to 300 ms. In scenarios requiring rapid
beam shutdown, the processing time required by the CIS is
approximately 100 µs. Therefore, the fast architecture must
be capable of meeting this stringent requirement.

During the preliminary design phase of theMPS, the FPGA
technology was considered the best candidate to meet the time
constraints while allowing for flexible reconfiguration of MPS
logic. The NI CompactRIO platform was chosen due to its
proven performance and extensive testing within the ITER
CIS framework, which shares many technical commonalities
with the IFMIF-DONES system, including PFH and timing
requirements.

The proposed fast controller architecture for the ITER CIS
[22, 23], known as the ‘double decker,’ aims to achieve a PFH
of less than 10−7, which is the same target set for the IFMIF-
DONES CIS. This architecture features two CompactRIO
chassis linked via FO connections for synchronization and

Figure 11. MPS CIS Train A and Train B input and output signals
(SPM).

coordination. Each chassis operates in parallel and includes
inter-chassis diagnostics. The current IFMIF-DONES CIS
design is therefore based as much as possible on the modules
already tested for the similar ITER CIS. However, there are
notable differences between the fast interlock system design
for DONES and that of ITER (figure 11):

• Integrated controller: The DONES system does not utilize
an external PC host to supervise diagnostics for the fast
controller (including I/O modules and FPGA) or to con-
nect to the supervisor module through the IN. Instead, a
CompactRIO chassis with an integrated controller has been
selected. This choice will need to be evaluated concerning
its impact on PFH.

• COTS I/O modules: The design incorporates COTS I/O
modules that are SIL-3 certified, which have only recently
become available.

• Data transmission method: Unlike previous designs, the
transmission of critical data, interlock events, and actions
does not rely on hardwired connections between the I/O
modules of the LICS-MPS fast controllers and the I/O mod-
ules of the CIS fast controller. Instead, critical data are
exchanged over the IN.

• Analog inputs/outputs: The design still includes analog
input and analog output signals, even though vendors sug-
gest using only digital inputs and digital outputs for future
projects.

The ‘Hardwired Architecture’ (figure 12) for the MPS CIS
is designed to manage interlocks with stringent timing require-
ments, specifically needing a processing time of less than 30
microseconds for the CIS. The only identified event necessit-
ating such a rapid processing time is the beam shutdown.

To achieve such speed, not only must the CIS process
information quickly, but the entire chain—from event detec-
tion to beam shutdown—must also operate at high speed.
Therefore, an architecture utilizing direct connections (i.e.,
without network interferences) was introduced to connect the
CIS directly to the field, despite vendor recommendations
against this approach for various reasons.
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Figure 12. MPS hardwired architecture.

The only viable option available, given the time constraints
and the requirement for SIL-3 functions, was the ITER ‘double
decker’ architecture based on NI CompactRIO, which claims
a PFH of less than 10−7 (SIL-3) [22, 23]. It is essential to cal-
culate the PFH for the two different options being considered.

Two options for direct connection to the LICS were
explored:

1. CIS direct connection to LICS sensors/actuators
(Option 1): This configuration is estimated to provide
response times ranging from 5 µs to 20 µs using TTL
inputs and outputs.

2. CIS FPGA connected to LICSMPS FPGA (Option 2): This
option is expected to have a minimum response time of
100 µs.

Several studies have been conducted, and a review of
the system based on current technologies is underway. It is
important to note that during the detailed design phase of
the MPS, priority was given to meeting the SIL-3 require-
ment. Currently, however, this requirement might be con-
sidered as unnecessary with the real processing time for the
CIS. Therefore some changes to the MPS design will be pos-
sible in the near future based on a reconsideration of the SIL
requirements.

5. The SCS system

The IFMIF-DONES SCS is a dedicated safety-grade protec-
tion system designed to implement all identified protection
functions for the safety of personnel and the environment.

The SCS encompasses two primary types of safety I&C
functions:

1. Radiological safety functions: These include measures for
radiological safety, crisis management, and environmental
protection.

2. Occupational safety functions: These functions control,
operate, and monitor specific parts of the process to pro-
tect individuals and the environment from non-radiological
hazards.

The SCS carries out the following key functions:

(a) Coordinates individual automatic protections as defined in
the safety procedures;

(b) Enables manual control by operators for safety functions
where operators are authorized;

(c) Displays essential data for operator supervision and con-
trol concerning safety.

The SCS is structured in an independent and dedicated
architecture to minimize interactions with CSs. It comprises
three main components:

1. Central safety I&C
2. Local safety I&C
3. Dedicated networks: SDCS

The SCS is primarily made up of the following four sub-
systems:

1. Plant safety subsystem (PSS)
2. Occupational safety subsystem (OSS)
3. Personal access safety subsystem (PASS)
4. Radiation monitoring subsystem for the environment and

safety (RAMSES)

Each of the four subsystems within the SCS has distinct and
complementary functions. The SDCS serves as a service sub-
system, facilitating the proper flow of data between these sub-
systems (PSS, OSS, PASS, RAMSES) and other subsystems.

5.1. Plant safety subsystem (PSS)

The SCS.PSS (SCS-plant safety subsystem) ensures the
application of the principle of defense in depth by implement-
ing technological safeguards designed to prevent or mitigate
the consequences of ‘postulated’ accidents affecting workers,
the public, and the environment. It consists of two main com-
ponents: local level and central level.

A safety function is deemed ‘central’ (figure 13) when
the cause (sensor) and effect (actuator) are situated in dif-
ferent subsystems. In this case, the signal indicating that a
safety threshold has been reached, originating from the first
LICS (LICS-1), is communicated to the second LICS (LICS-
2) via the Central SCS.PSS. The monitoring data (e.g., safety
threshold reached, safety function activation, actuator states)
is presented to the control-room operator on the safety HMI
and CODAC.

A safety function is considered ‘local’ (figure 14) when
both the cause (sensor) and effect (actuator) are located within
the same subsystem. In this scenario, the function operates
locally and autonomously within the plant safety system.
Monitoring data, such as safety threshold breaches, safety
function activations, and actuator states, are transmitted to
the central SCS.PSS for display on safety HMI and CODAC.
If needed, a command from a control room operator is sent
to the safety local instrumentation controller in the LICS. In
cases where the involvement of the central SCS.PSS is par-
ticularly significant, a ‘central function’ model may be more
appropriate.

The remaining three subsystems of the SCS are specifically
designed to provide direct protection to personnel and their liv-
ing environment. These subsystems are critical for ensuring
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Figure 13. SCS central function.

Figure 14. SCS local function.

occupational safety and environmental protection. Together,
these subsystems create a robust framework for ensuring that
all personnel are protected from various hazards while main-
taining a safe operational environment within the plant.

5.2. Occupational safety subsystem (OSS)

The SCS.OSS is dedicated to protecting individuals (workers
and the public) from various non-radiological hazards, includ-
ing toxicological, physical, electrical, cryogenic, and other
risks that may arise within the plant under both normal and
abnormal conditions. Key functions and features of the OSS
include:

• Monitoring exposure risks: OSS continuously monitors the
overall exposure risk and health status of each worker by
utilizing specialized SWpackages designed for this purpose.

• Data inputs: The system receives input data from other
LICS and associated systems. Examples include room CO2

concentration data and fire extinguisher status from the fire
protection system. Future expansions may include data from
systems such as a static magnetic field monitoring system.

• No active actuations: As most commercially available
instruments are classified for non-safety-relevant applica-
tions, the OSS does not directly actuate safety measures.
Instead, monitoring data is interpreted by trained operat-
ors, who are responsible for manually initiating protective
actions according to established plant procedures.

• Coordination with other SCS subsystems: If a process is
involved, operators may communicate with the SCS.PSS for
protective actions. If access to a hazardous area needs to be
restricted or the area evacuated, operators will coordinate
with the PASS.

• Sizing and record keeping: OSS will be designed based
on personnel numbers and zone classifications relative to
the risk levels of non-radiological hazards. It will maintain
detailed records for each worker’s total exposure to risks,
incorporating data from various subsystems and periodic
monitoring (e.g., thermoluminescent dosimeters, TLDs).
Such data include:

a. Radiation exposure (including contamination) from
radioactive materials.

b. Chemical exposure from radioactive materials.
c. Chemical exposure from non-radioactive materials.
d. Electromagnetic exposure from induced static mag-

netic fields.

• Shift communication: At the beginning of each work shift,
the OSS will communicate each worker’s status to the PASS
to grant access permissions. This process involves author-
izing the operator’s badge for opening doors or turnstiles
through badge readers for specific areas or activities.

5.3. Personal access safety subsystem (PASS)

The SCS.PASS is designed to manage and control access to
specific areas within the plant where there are significant risks,
including both radiological and non-radiological hazards. Its
key functions and characteristics include:

1. Stopping hazardous equipment: PASS can stop equipment
or devices if an unauthorized intrusion is detected.

2. Banning access: It has the authority to prohibit access to
areas if a risk is identified.

3. Controlling access to safety airlocks: PASS oversees per-
sonnel access to safety airlocks, ensuring only authorized
individuals can enter.

4. Interlocking with other safety subsystems: PASS can inter-
lock with other safety subsystems to enhance overall safety
protocols.

A fundamental capability of PASS is the remote control
of door openings and the ability to bypass interlock bars,
contingent on the plant status and the assessed hazard level
(both radiological and conventional).
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Figure 15. SCS: central versus local architecture.

PASS categorizes its functions into two safety levels:

• SIC-1: This level encompasses critical interlock functions
designed to ensure:

– Access mode: No beam or hazards in the designated area.
– Beam mode: No personnel present in the restricted zone
and immediate beam shutdown upon detection of an
intrusion.

• SIC-2 (or NonSIC): This level focuses on managing person-
nel access to areas with identified risks.

The PASS interacts closely with the OSS to ensure that worker
statuses and permissions are up to date and that access is gran-
ted or denied based on real-time safety assessments.

5.4. Radiation monitoring subsystem for the environment and
safety (RAMSES)

The SCS.RAMSES plays a vital role in safeguarding person-
nel by continuously monitoring dose rates in areas at risk of
ionizing radiation exposure. Its primary functions include:

1. Continuous monitoring: RAMSES ensures permanent sur-
veillance of radiation levels in potentially hazardous areas
and specific activities where contamination risks exist.

2. Alarm activation: It compares measured dose levels against
predetermined alarm thresholds. If dose levels exceed
acceptable limits, it triggers alarms and interlocks to pre-
vent further exposure.

The integration of RAMSES with PASS is essential for
maintaining access control based on radiation levels. This col-
laboration prevents personnel from entering areas where radi-
ation exposure exceeds acceptable limits.

RAMSES consists of homogeneous subsystems classified
according to safety and seismic standards, with distributed
equipment connected to a safety network at two levels:

1. Remote management via Ethernet: Enables data acquisition
and remote management of the system.

2. Dedicated connections for state change communication:
Communicates state changes (logic 0–1) that initiate
actions from PSS, PASS, or activate area alarms.

Given that IFMIF-DONES is classified as a radiological
facility from a licensing perspective, the SCS reference design
adheres to rigorous standards. Safety functions are classified
according to IEC 61226 into categories A, B, C, or unclas-
sified. These classifications align with IEC 61513, denoting
various safety function requirements (safety interlock, safety
actuation, data acknowledgment).

According to current licensing practices, only the firmware
segment responsible for logic state changes (0–1) needs to
undergo qualification via validation and verification (V&V)
SW procedures.

5.5. General requirements for the SCS architecture

The reference architecture for the SCS is designed (see
figure 15) with a comprehensive set of requirements applic-
able to all four subsystems (PSS, OSS, PASS, and RAMSES).

These requirements ensure that the systemmaintains a high
level of safety and reliability. Here’s a detailed breakdown of
the established requirements:

1. Boolean connections
Connections between SIC-1 components (Category A,
Class 1) shall be exclusively Boolean. This ensures that the
safety-critical elements communicate using binary logic,
providing a clear and unambiguous method for signaling
safety status. Similarly, connections between SIC-2 com-
ponents (Category B, Class 1) must also be exclusively
Boolean. This requirement maintains consistency in com-
munication for safety functions.

2. Safety logics
Safety logics within both SIC-1 and SIC-2 classified com-
ponents shall be Boolean. This ensures that all safety-
related decisions and processing within these components
follow the same logical structure, enhancing reliability.

3. Dedicated hardwired consoles for SIC-1
Hardwired consoles classified as SIC-1 shall be dedicated
solely to emergency functions (e.g., push buttons for imme-
diate action). These consoles are designed for critical emer-
gency response, although they may not be credited from a
safety point of view.

4. Dedicated hardwired consoles for SIC-2
Hardwired consoles classified as SIC-2 shall serve dual
functions: emergency (e.g., push buttons) and monitoring
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(e.g., lights and horns). These consoles can be credited for
operator action from a safety perspective, providing addi-
tional functionality beyond emergency response.

5. Computerized HMIs for SIC-2
Computerized HMIs classified as SIC-2 (Category C, Class
3) shall connect via Ethernet networks to SIC-1 and SIC-
2 CICS for monitoring functions. These connections will
not permit remote actions, ensuring that critical safety
functions are not compromised through external control.
Additionally, SIC-2 components shall connect exclusively
through Ethernet networks for all functions, including
safety and administrative purposes.

6. Connections for Non-SIC components
Computerized HMIs classified as Non-SIC shall also con-
nect via Ethernet networks to Non-SIC systems/compon-
ents for all functions (safety and administrative) while
adhering to the assigned IEC 61513 classification.

7. Data packet status reporting
Any SCS subsystem shall send a data packet describing its
status to all other SCS subsystem with a lower classifica-
tion. This ensures that all subsystems maintain awareness
of each other’s operational status, facilitating coordinated
responses to any safety concerns.

8. SCS HMI
The safety systems can be operated through HMIs located
in the central control room and any service control room
(housed in different buildings) on the basis of the environ-
mental and redundancy requirements to be satisfied. Each
operator of the emergency HMI (in both control rooms)
is allowed to display information and to send commands
related to both Train A and Train B.

5.6. SCS design considerations

To meet the stringent safety requirements for SIC-1 and SIC-2
Cat B functions, the system architecture must include redund-
ancy, separation, and fail-safe design principles, ensuring reli-
ability and minimizing risks in both normal and abnormal
operations. The key requirements are outlined as follows.

I. Redundancy and separation
The control system should be structured into two fully inde-
pendent I&C trains to ensure both safety and reliability.
These two trains operate separately and are powered independ-
ently to maintain operational continuity even in the event of
failure:

• Train A: Powered by SIC Train A external power supply.
• Train B: Powered by SIC Train B external power supply.

This ensures that any fault in one train will not affect the opera-
tion of the other, increasing both system availability and safety.

II. Emergency manual override
Emergency manual override procedures for SIC-1 and SIC-2
Cat B manual commands should be clearly defined, and these
procedures must be limited to essential functions by design
to prevent unintended use. These override procedures must be
submitted to and accepted by the Regulatory Body to ensure
compliance with safety standards.

III. Marshalling cubicles and location
SIC-1 marshalling cubicles (if required, for example, cubicles
placed between field components and the CICS) must be loc-
ated in dedicated rooms. These cubicles cannot be installed in
CODAC hutches due to safety segregation rules. This physical
separation helps ensure the integrity of the system in the event
of an emergency or fault.

IV. Preferred architecture for high safety and availability
For SCS systems/components classified as Class 1 and Class 2
according to IEC 61513, where both high safety and availabil-
ity are critical, the following architecture principles should be
applied:

• 2oo3 (2-out-of-3) logic treatment for sensors is the preferred
approach when both high safety and redundancy are needed.
In this configuration, two out of three sensors must agree to
trigger an action, providing fault tolerance while minimizing
the risk of false positives.

• Redundant safety actuators should be used to maintain sys-
tem integrity. This redundancy ensures that failure of a
single actuator does not compromise the overall function of
the system.

V. Sensor redundancy architecture
The level of redundancy required for sensors depends on the
nature of the sensor itself:

• 1oo2 (1-out-of-2) architecture can be used for sensors that
cannot activate spuriously. This allows one sensor out of
two to trigger the system, ensuring safety without sacrificing
availability.

• 2oo3 architecture is preferred for sensors that can activate
spuriously, as it offers the best balance between safety and
availability by requiring two out of three sensors to confirm
a trigger, thus reducing the chances of false alarms.

VI. Failsafe design principles
Whenever possible, safety functions should be designed to be
failsafe, adhering to the following principles:

1. The safe state must be clearly identified.
2. In the event of a power loss, the system should drive actu-

ators to a safe position.
3. Actuator commands should be designed to de-energize to

trip, ensuring that the system defaults to a safe state in case
of failure.
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4. The control logic should be designed to be intrinsically fail-
safe, meaning that any failure will automatically result in a
transition to a safe condition.

5. In the case of communication loss between systems exchan-
ging critical data, the receiving system must automatically
enter a safe state.

This design philosophy ensures that the system is robust,
with appropriate redundancy, separation, and safety mechan-
isms built in. These features, combined with clear emergency
manual override procedures and a failsafe design approach,
will help maintain safety and availability in the plant, pro-
tecting both personnel and the environment in all operational
conditions. To ensure optimal safety and reliability in the con-
trol of actuators and overall system functionality, several key
principles and technologies should be implemented in SIC-1
and SIC-2 Cat B I&C systems, specifically regarding actuator
logic, safety functions, and network usage.

VII. Actuators control logic
Actuators should operate using positive logic wherever pos-
sible. In this configuration:

• A signal set to 1 corresponds to normal behavior.
• When a safety function is triggered or in the event of a defect
or power loss, the signal changes to 0, which then triggers
the safety function.

This approach helps to ensure that any failure leads to the
activation of the safety response, a fundamental principle of
failsafe design. Actuators that require additional power to
remain in or move to a safe position (i.e., shunt release actu-
ators) should be avoided as far as possible. This reduces the
risk of failure due to loss of power or other faults, as the sys-
tem should default to a safe state without relying on additional
energy.

VIII. Boolean logic for safety interlocks
Safety interlock signals for SIC-1 I&C subsystems or com-
ponents and SIC-2 I&C subsystems or components imple-
menting Cat B functions should be limited to Boolean logic.
Acquisition, combination, comparison, and transmission of
these interlock signals must always involve Boolean (on/off)
types of inputs and outputs, simplifying the safety logic and
enhancing reliability.

IX. Accepted technologies for safety functions
Based on the experience from similar plants (e.g., ITER, ESS,
PSI, SNS, CERN), safety functions should be implemented
using one of the following three high-reliability technologies:

1. Hard-wired logic systems: These use relays controlled by
PLCs, with twisted pair wiring to provide robust, low-
complexity interconnections.

2. Dedicated electronic logic cards: For example, the HIMA
Planar4 series, which implements logic gates in stand-
ard, modular sub-rack-mounted cards. The interconnec-
tions between these gates are achieved by wiring the card
inputs and outputs on the sub-rack backplane (soldering or
wrapping).

3. FPGA technology: Only if the FPGA modules have been
certified for safety-related applications, and they should
be limited to SIC-2 systems/components. FPGA-based
systems allow flexibility but must meet stringent safety
qualifications.

A combination of the above technologies is allowed to
achieve the required system availability and safety standards.

X. Restrictions on network use for safety functions
When sized according to IEC 61 226, these systems should
not use Ethernet networks for exchanging critical information
related to safety function execution between components. This
ensures the integrity and security of the safety-critical com-
munications. Connection to a protected Ethernet network is
allowed but should be limited to monitoring and diagnostic
purposes at a high level (not for safety-critical actions).

XI. Health monitoring and diagnostic
The SIC-1 system should use solid-state technology for health
monitoring and diagnostics. This technology should be cap-
able of reporting detailed module states via serial links or net-
works. The monitoring and safety functions must remain inde-
pendent by design. This independence ensures that failures in
the monitoring system do not affect the safety-critical aspects
of the system. The monitoring subsystems should be classi-
fied as SIC-2 Category C Class 3, participating in the overall
process monitoring.

XII. Interfaces between SIC-1, SIC-2, CODAC, and CIS
One method to interface SIC-1 and SIC-2 Cat B with CODAC
and CIS is by using hardwired links. This provides a highly
reliable, direct connection for critical information. Another
method is using serial links or networks, particularly for
the flow of health monitoring data. However, critical safety
information should not rely on these communication methods
to ensure redundancy and reliability. To ensure the Category
C classified systems meet safety and reliability standards,
especially for SIC-2 I&C systems and Non-SIC I&C sys-
tems implementing Category C functions, specific architec-
tural, HW, and SW requirements must be followed.

Here is an overview of the key points related to the imple-
mentation of these systems and overall system safety:

A. Category C classified systems implementation
1. Class 3 Compliance (IEC 61513)

All Category C classified systems (SIC-2 I&C sys-
tems and Non-SIC I&C systems) must be implemen-
ted according to Class 3 as specified by IEC 61513.
This includes using industrial PLCs and/or industrial
FPGA technologies, which have proven reliability in
industrial environments.

2. Networking and SCADA architecture
The architecture of Category C systems should be
network-based and utilize a computerized SCADA
system for control and monitoring. HW for these
systems must be industrial with a significant track
record of performance in similar environments.
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Application-oriented SWcan be used, including black-
box solutions with embedded SW, as long as they meet
relevant safety standards.

3. SW compliance (IEC 62138)
SW development for Category C classified systems
must be compliant with IEC 62138 to meet Cat C
safety requirements. This standard ensures that the SW
design and testing processes are adequate for the level
of risk associated with these systems.

B. Non-classified safety functions
Parts of the SCS performing non-classified safety functions
do not require compliance with IEC 61513. Instead, they
should comply with IEC 61508 to ensure adequate system reli-
ability. These non-classified subsystems should also rely on
networking-based architectures and a computerized SCADA,
with industrial-grade HW to ensure reliability.

XIII. Integration of SCS subsystems
As the SCS comprises four main subsystems (SCS.PSS,
SCS.OSS, SCS.PASS, SCS.RAMSES), each is potentially
classified differently in terms of SIC requirements. Despite
different SIC classifications for components, all four subsys-
tems should be visible and accessible from the central control
room as a single system. Operators should be able to access
any subsystem server by entering the corresponding IP address
on the safety network Ethernet rings, part of the SDCS.

XIV. Architecture layer connections
The lower part of the architecture consists of four separate
legs, connecting the SCS cubicles to the LICS. Each leg will
have distinct configurations based on performance and phys-
ical requirements.

The upper part of the architecture ensures seamless integ-
ration of safety data, allowing operator access and connec-
tion to the CODAC gateway. This is achieved by connecting
CICS cubicles to the operator WSs via at least two independ-
ent Ethernet rings.

There must be a clear separation between the two network
levels:

• From operator workstations (WSs) to servers.
• From servers/PLCs/gateways to LICS.

Servers in each cubicle provide a separation layer between the
operators and the safety controllers, ensuring controlled access
to critical safety functions.

Category A subsystems may optionally include hard-
wired emergency control desks, while they are mandatory for
Category B subsystems. These desks should be connected dir-
ectly to the safe PLCs for emergency/recovery operations,
offering an additional layer of safety control.

An additional degree of separation between the SCS and
the non-safety-classified CODAC system is achieved through
the CODAC gateway. The CODAC gateway design and
responsibility fall to CODAC system designers, ensuring it is
adequately separated from safety-critical functions.

Figure 16. SCS architecture: preliminary overall design.
Reproduced from [18]. CC BY 4.0.

The connection to the Central MPS is currently monodir-
ectional, allowing SCS.PSS to send its working status to the
MPS.

XV. Reliability and availability requirements
According to the IFMIF-DONES SAR (see the paper on
Safety in this journal issue for more details), the overall system
failure probability must be lower than 10−6 yr−1 for each pos-
tulated initiating event. The contribution of each safety con-
trol chain (such as the SCS.PSS) to personnel protection must
ensure a failure probability of less than 10−3/event.

The SCSmust maintain inherent availability over its sched-
uled operation time at more than 98% to contribute to the
global target of 70% plant operation availability.

On the basis of all the key requirements described above
(I–XV) a preliminary overall design architecture is reported in
figure 16.

5.7. Preliminary SCS.PSS architecture

The SCS.PSS architecture design outlines critical require-
ments and considerations to ensure compliance with SIC-1
and SIL-3 or SIL-4 safety standards. The architecture prior-
itizes redundancy, fault tolerance, and fast response times for
safety-critical functions. Here is a summary of the main key
points:

I. SCS.PSS safety requirements

1. SIC and SIL compliance: All SCS.PSS safety functions
must comply with SIC-1 standards and at least SIL-3
HW/SW requirements. For SIL-4 compliance, specific
components such as HIMA Planar-4 may be used.

2. Double redundant trains: Two independent trains (Train
A and Train B) are required for signal acquisition, pro-
cessing, and safety signal generation. Each train must be
physically separated (cubicles located in different rooms)
to ensure redundancy and avoid common-mode failures.

3. Redundant communication channels: Every I/O physical
signal must have double redundant communication chan-
nels, ensuring signal integrity and availability in case of
failures.

4. Safety interlock signals: Safety interlock signals are gen-
erated by sensors, DAUs, and local interlock systems with
at least 1oo2 voting logic. For higher safety and reliability,
2oo3 voting logic is recommended where feasible. Output
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signals sent to LICS must also use 1oo2 voting logic as a
minimum standard for safety-critical functions.

5. SIL-3 (or SIL-4) connections: All connections between
Central SCS.PSS and PS LICS must comply with SIL-
3 (or higher) to ensure signal integrity and meet safety-
critical performance standards.

6. Safety logic actuation equipment: Equipment responsible
for safety logic actuation (such as FPGA, PLC, or hard-
wired systems) should not be integrated into servers,
ensuring separation and independence from non-safety
functions.

II. Monitoring and management via OPC UA

1. Redundant OPC UA servers: A redundant OPC UA server
(e.g., a WINCC OA© server) is required for each train,
ensuring remote monitoring and management of the sys-
tem. The server must have redundant critical components
such as dual power supplies, RAID HDDs, and network
interfaces. The OPC UA server will handle communica-
tion with FPGA/Slow PLC/Logic solver units and should
be common to all cubicles within the same train.

2. Remote management: All CICS devices should be man-
ageable from remote systems using OPC UA over
Ethernet. This may include:

• Siemens© devices using WINCC OA©.
• HIMA Planar-4 devices using the HIMA OPC-Server
toolkit.

• NI CompactRIO© using the LabVIEW© OPC UA
Toolkit, which is compatible with both Windows© and
NI© Linux Real-Time OS. However, it cannot run on
controllers using Phar Lap ETS or targets running
VxWorks.

III. Fast actuation requirement
The maximum actuation time of 1 ms, measured from the

safety alarm trigger on the LICS safety board to the actu-
ation on the LICS, is a defined constraint. This timing can be
achieved using specific HW configurations:

1. NI© Compact RIO (SIL-3).
2. A special combination of HIMA Planar-4 (SIL-4)

components.

IV. HW and cubicle configuration
Currently, two 42 U cubicles are planned: one for Train A

and one for Train B. Each cubicle is designed to handle around
200 safety signals (100 effective signals due to redundancy).

5.8. Preliminary SCS.OSS architecture

The SCS.OSS is focused on managing safety related to non-
radiological risks and ensuring the safety of workers by mon-
itoring their exposure to various hazards, including radiolo-
gical ones through its integration with other subsystems.

Here is a breakdown of the main functions and architectural
requirements.

I. Key safety functions of SCS.OSS

A. Monitor non-radiological risks: SCS.OSS is tasked with
tracking and managing non-radiological hazards within
the facility, providing essential input into the overall safety
framework.

B. Track total worker exposure: The system consolidates
data on worker exposure to both radiological and non-
radiological risks through a dedicated SW package that
handles job hazard risk evaluations in compliance with
occupational safety standards (see [29]).

C. Data exchange with SCS.RAMSES: SCS.OSS integrates
with SCS.RAMSES to gather data on each worker’s accu-
mulated dose rate (radiological exposure), which contrib-
utes to the overall exposure tracking.

D. Data exchange with SCS.PASS: SCS.OSS communicates
with SCS.PASS to share information on the residual
exposure allowance for each worker and help manage their
shift schedules to stay within safe limits.

II. Architectural features of SCS.OSS

A. Non-SIC classification: Since SCS.OSS is not handling
radiological risks directly, it is classified as Non-SIC,
meaning that its design does not need to adhere to the strict
standards required for radiological safety systems.

B. Main cubicle design: The SCS.OSS CICS design includes
a single 42 U cubicle with a separation of safety func-
tions via dedicated safe controllers (i.e. PLCs) for different
facility areas:

• One PLC bar, with hot stand-by backup, is dedicated to
the main building.

• Another PLC bar, also with hot stand-by backup, is ded-
icated to all other facility areas.

• The PLC bars handle the monitoring and processing of
non-radiological risks in these respective zones.

C. Double redundant communication channels: The system
will employ double redundant communication channels
within the safety network, ensuring reliable data transmis-
sion between components.

D. Single alarm input signals: The system accepts alarm sig-
nals from a single sensor/DAU, with single actuation
logics applied for any incoming alarms, which simplifies
the architecture for non-radiological risk monitoring.

E. Field connections: The connections between the SCS.OSS
cubicle and field components (sensors, DAUs, etc) may
be bus-based or through digital input, depending on the
sensor and interface requirements.

F. Real-time communication: The SCS.OSS will have real-
time communication capabilities with both SCS.PSS and
SCS.PASS. These subsystems handle emergency safety
logic actuation, allowing SCS.OSS to exchange critical
safety data in real-time.
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G. Single server configuration: A single server (non-
redundant) is acceptable for managing and monitoring
SCS.OSS operations, provided that it meets the necessary
performance and safety requirements.

It should be observed that each PLC responsible for monit-
oring non-radiological risks in the main building must be dis-
tinct from the PLC responsible for monitoring the same risks
in other buildings. This separation ensures that failure in one
area does not impact safety monitoring in another.

5.9. Preliminary SCS.PASS architecture

The SCS.PASS is classified as SIC-1 in the SAR rev. 2(see
[30]) as its primary role is to prevent unauthorized or unsafe
access to areas with potential risks (both radiological and non-
radiological). Here is a breakdown of the main functions and
architecture.

I. Key functions of SCS.PASS

A. Access control and interlock signals:

• SIC-1: Responsible for preventing access to high-risk areas
(such as those with high radiological or non-radiological
risks).

• SIC-2 or Non-SIC: Focuses on preventing access to or
maintaining presence in areas with moderate or incoming
risks. This segmentation is in line with typical practices in
accelerator-driven facilities.

B. Inter-system communication:

• Building System Doors: SCS.PASS communicates with
doors/gates provided by the building system.

• SCS.RAMSES: Receives data on radiological risks and
exposures.

• SCS.OSS: Monitors non-radiological risks and tracks work-
ers’ total exposure.

• SCS.PSS: Acquires alarm data from neutron monitors and
real-time tritium detectors.

C. On-field components: The system includes control panels,
operator WSs, badge readers, door controllers, visual alarms,
horns, cameras, and interphone systems, all of which are con-
nected to SCS.PASS and monitored.

II. Key design considerations
SCS.PASS will rely on COTS components that have proven
operational histories in both industrial and radiological-risk
environments. The use of COTS components is intended to
balance cost efficiency with the system’s safety requirements.
Critical doors or gates must be equipped with independent
sensors (e.g., mechanical position switches), which SCS.PASS
will directly acquire to ensure safe operation and maintain the
necessary SIC level in the safety chain. These sensors are hard-
wired into the system for reliability and direct control.

III. Architectural components of SCS.PASS
SCS.PASS cubicles and WSs in the central control room are
based on the following assumptions:

A. Redundant single server: The server has redundant com-
ponents, including two power supplies, two hard disk
drives (HDDs) in RAID 1, and two Ethernet cards, all
connected via a dedicated TCP/IP Ethernet network to
the on-field components. This server manages access con-
trollers and acquires data from badge readers, controls
door lock/unlock operations, and activates local alarms
and warnings.

B. Access controllers: Access controllers are managed by the
server and are responsible for:
a. Acquiring data from badge readers to track personnel

transit.
b. Commanding doors for locking/unlocking.
c. Activating local alarms/warnings.

C. On-field components: These are divided into four
categories:
a. COTS sensors on doors (160 units).
b. COTS alarms and warnings (80 units).
c. COTS interphones (74 units).
d. COTS cameras (92 units).

These components will interface with SCS.PASS for access
control, monitoring, and safety management.

IV. Redundancy and reliability
Due to its SIC-1 classification, SCS.PASS may need to be
implemented with double independent trains housed in two
separate rooms. This would ensure that, in case of an external
threat (e.g., fire or inability to access the control room), the sys-
tem remains operational from a separate location. The archi-
tecture must ensure that the system’s mean time between fail-
ures exceeds 10 000 h, translating to a 99.99% reliability target
based on component failure rates.

V. Integration with other SCS systems
SCS.RAMSES, SCS.OSS, and SCS.PSS all communicate
with SCS.PASS via the Safety Network to share alarm and
status data necessary for safe operation and logical access
decisions. The communication infrastructure for independent
sensors is directly hardwired into SCS.PASS to avoid com-
promising the SIC-1 safety level. The network for SCS.PASS
is shared with the SCS.RAMSES LICS cubicles, given their
similar SIC-1 requirements. Routers and switches can be co-
located to optimize space, while maintaining reliable network
segmentation and redundancy.

5.10. Preliminary SCS.RAMSES architecture

The SCS.RAMSES is designed to monitor radiological risks
in the plant, with extensive on-field components and complex
communication networks with other subsystems (SCS.PSS,
SCS.PASS, etc). It is based on COTS platforms with a proven
history in similar industrial and radiological environments.

20



Nucl. Fusion 65 (2025) 122003 M. Cappelli et al

Here’s an overview of the system’s architecture and compon-
ents:

A. Central RAMSES (RAMSES CICS): They are composed
by:

• Redundant servers: Two independent servers are housed
in the same cubicle to provide functional redundancy,
ensuring system reliability.

• Redundant Ethernet network: The CICS connects to
all on-field components and subsystems via a redund-
ant Ethernet network, providing robust communication
pathways.

• Terminal server (Gateway/Switch): Used to collect sig-
nals from the radiological synthesis unit-type 2 (RSU2)
and/or directly from the RAMSES subsystems accord-
ing to predefined communication protocols.

• Operator WSs: Located in the CR with multiple monit-
ors and graphical interfaces for system control and mon-
itoring.

B. Local RAMSES (RAMSES LICS): They are classified as:

• Radiological synthesis unit-type 1 (RSU1):

o Collects prompt digital outputs (logic state 0–1) from
on-field monitors, indicating local malfunctions, pre-
alarms, or alarms.

o Used to generate area alarms and transmit cumulative
alarm outputs to the SCS.PSS or SCS.PASS for activat-
ing safety actions.

o Radiological synthesis unit-type 2 (RSU2):

o Collects text data from sensors or DAUs and the alarm
conditions from RSU1.

o Acts as a gateway, transmitting the collected data to the
RAMSES servers using a unified protocol, standardizing
communication across the system.

C. RAMSES on-field components: They are composed by
monitors and sensors:

o Non-safety-related sensors: Single sensors connected to
RAMSES for general monitoring tasks.

o Safety-related sensors: Redundant/duplicated sensors,
such as neutron chipmunk detectors or tritium monitors,
used for critical safety monitoring and directly connected
to SCS.PSS.

o Sensors must have both Ethernet/RS-485 interfaces for
remote management and hardwired digital outputs (logic
state 0–1) for alarm and malfunction communication to
RAMSES and other safety systems.

o Area alarm units: Local alarms activated when a critical
threshold is reached, connected to RSU1 for initiating
area-wide safety actions.

D. RAMSES networking: The networking architecture of
RAMSES supports the interconnection of various on-field

components, RSUs, and the central CICS. It is designed
to ensure reliable, low-latency communication between
safety-critical components. It is basically composed by:
a. RS-485 or Ethernet.
b. Sensors/DAUs are connected to RSU2 via RS-485 or

Ethernet, depending on the specific device and loca-
tion.

c. Future enhancements may include WiFi connections
for sensors/DAUs.

d. Hardwired (Logic State 0–1).
e. Sensors/DAUs connected to RSU1 and SCS.PSS for

direct control and alarm triggering are hardwired with
a logic state 0–1 signal (0–24 V DC, with a possible
increase to 30 V DC to mitigate voltage drops along
longer lines).

f. Ethernet Media.
g. RSU1 connects to RSU2 via Ethernet for transmitting

alarm conditions and real-time monitoring data.
h. RSU2 connects to RAMSES CICS via Ethernet for

unified data collection and control.
i. Safety network: The operator workstations, central
RAMSES, and other SCS subsystems are interconnec-
ted through the safety network via Ethernet cables,
ensuring seamless data flow and control.

It should be observed that the V&V for the SIC-1 firmware
of monitoring devices is primarily limited to the portion of the
monitor generating the digital output (hardwired alarm/mal-
function signal). This ensures that critical alarms are transmit-
ted accurately and reliably.

In particular, sensors related to critical safety functions
(SIC-1) such as neutron and tritium monitors must be hard-
wired to SCS.PSS and follow stringent V&V procedures for
alarm accuracy and reliability.

Moreover, for safety purposes, area alarms must be
triggered by RSU1 based on real-time input from sensors and
DAUs. These alarms can prompt immediate safety actions or
restrict access through interlocks managed by SCS.PASS.

6. DONES local control systems

The LICS for IFMIF-DONES is designed with a modular
and scalable architecture, enabling seamless integration across
multiple subsystems. This architecture is crucial for managing
various components of the complex plant operations.

Local control systems serve as critical nodes in the plant
control architecture, performing essential functions to ensure
smooth operations within their assigned subsystems. Here’s an
overview of their key functionalities:

1. Receiving commands from the central control system:
LICS units receive instructions from the CICS, which
coordinates overall plant operations. These commands dic-
tate the specific actions to be taken by the LICS, such
as adjusting equipment parameters or triggering specific
processes.
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2. Interfacing with specific actuators and sensors: Each LICS
interfaces directly with local actuators and sensors, allow-
ing for precise control and monitoring within its desig-
nated area of responsibility. Actuators may control valves,
motors, or other mechanical devices, while sensors provide
real-time feedback on pressure, temperature, flow, and
other critical parameters.

3. Real-time control of actuators based on received commands
and sensor data: LICS units execute the commands they
receive by controlling actuators in real-time. They continu-
ously monitor sensor feedback to ensure the commands are
correctly executed and adjust the actuators as necessary to
maintain desired operational conditions.

4. Data preprocessing and transmission back to the central
control system: In addition to controlling actuators, LICS
units also perform data preprocessing, filtering raw sensor
data to eliminate noise and package relevant information
before sending it back to the CICS. This enables more effi-
cient central data processing and faster decision-making.

5. Self-monitoring and fault detection capabilities: LICS units
are equipped with self-monitoring and fault detection
mechanisms, which help identify issues such as actuator
malfunctions, sensor failures, or communication problems.
These capabilities ensure that potential failures are detected
early, preventing larger system breakdowns.

6. Interface with CICS: LICS maintains continuous com-
munication with the CICS, sending back sensor data,
system status, and alerts for anomalies. This interaction
is vital for maintaining system-wide coordination and
making real-time adjustments based on the overall plant
performance.

The key distinctive feature of IFMIF-DONES lies in
the vast number and wide variety of systems that require
control. There are currently a total of 41 systems to be
managed, divided into different physical and engineering
groups (AS, TS, LS, PS), along with auxiliary systems
that support them. For instance, AS require high control
responsiveness, TS ensure the accurate reading of scientific
data collected by sensors, whereas PS and LS are based
on more industrial processes. Additionally, the RH system
includes numerous telemanipulation devices that need to be
controlled.

Therefore, the control system architecture designed for
IFMIF-DONES needs to be as homogeneous as possible,
incorporating principles of modularity, scalability, and flex-
ibility to meet the diverse needs and requirements of IFMIF-
DONES. The most recent facilities like ITER and ESS can be
taken as reference plants, but the architecture presented here
is inevitably based on the experience gained from LIPAc, a
prototype for the IFMIF-DONES accelerator.

The LICS architecture for IFMIF-DONES (figure 17) has
been designed on the base of the following features:

1. Comparison of voting arrangements.
2. Hardwired signal topology.
3. Fieldbus communication protocols.
4. Fast or slow controllers.

Figure 17. LICS architecture: preliminary overall design.

Figure 18. LICS architecture: preliminary CODAC design.

5. Data preprocessing and transmission.
6. Networks and interfaces with CICS.
7. Timing and timestamp.

6.1. CODAC LICS design

The primary functions and goals of the LICS for the CODAC
system in DONES include monitoring all control paramet-
ers and their statuses, configuring the LICS, and transmit-
ting scientific data. The key challenges in designing a LICS
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architecture involve achieving a level of flexibility and scalab-
ility that is sufficiently homogeneous, especially consider-
ing the vast number and variety of LICS present in DONES
(figure 18).

Due to the non-critical nature of the system, the I&C asso-
ciated with the CODAC system is utilized solely for monit-
oring or controlling the system’s devices. Consequently, the
voting configuration for any sensor or actuator within the sys-
tem should be set to 1oo1, or equal to a given value related
to the PFH between two maintenance times (i.e. ‘short’ and
‘long’ maintenance). For accessibility purposes, the I&C can
be duplicated; however, the configuration will still adhere
to the 1oo1 arrangement, as the LICS under the CODAC
system are designed primarily for monitoring and basic system
control.

All hardwired signals must be standardized to guarantee
compatibility, enhance reliability, minimize noise, and mit-
igate the risks of miscommunication and signal degradation.
Consequently, standard voltage and current signals will be
implemented for most sensors and actuators. Specifically, ana-
logue signals will include voltage ranges of 0 V to+10 V, 0 V
to +24 V, −5 V to +5 V, and −10 V to +10 V, along with
current ranges of 4 mA to 20 mA. Digital signals will operate
at 24 V DC, employing positive logic for process control and
negative logic for fail-safe operations. When TTL signals are
required, they can operate at 5 V DC.

For low-intensity signals, a tailored approach is necessary,
which involves utilizing twisted pair cables, 360-degree shiel-
ded cables, and ensuring proper grounding. Signal return paths
and differential signals should be employed whenever feas-
ible, and suitable grounding topologies must be implemented
to prevent floating configurations.

Given the wide variety of sensors at IFMIF-DONES, some
sensors and actuators utilize communication protocols rather
than hardwired connections, accommodating both low and
high sampling frequencies. The main connection scheme is
from the sensor to the DAU and from the DAU to the PLC
in the LICS through field bus.

For low-speed communication, the RS-232 and RS-485
protocols over PROFIBUS are employed due to their reliab-
ility and speed (alternatively, Modbus and Modbus TCP/IP as
well as PROFINET could be employed). It is essential that
instruments from different systems within IFMIF-DONES or
utilizing different protocols are not mixed on the same field
bus.

For high-speed instrumentation, devices will be categor-
ized by type, and specific communication protocols will be
chosen based on the environmental conditions and require-
ments. These protocols may be proprietary to the I&C sys-
tem or could include standard communication methods, such
as Manchester Encoding, to ensure message delivery and
integrity.

Additionally, certain instrumentation necessitates an adapt-
ation stage, such as analogue-to-digital converters (ADCs),
which will communicate with a controller via the respective
device’s communication protocol. These components are loc-
ated in the control cubicle, where the analogue signal cable
connects to the instrument and vice versa.

Figure 19. EPICS client–server communication in LICS.

To address the challenges posed by the controller diversity
and the resultingmaintenance complexities, a limited selection
of controller types has been adopted. This approach reduces
stock diversity, and the skill set required for maintenance per-
sonnel while enhancing the compatibility of the controllers.

Two categories of controllers have been established: slow
controllers and fast controllers. As a general guideline, any
process with a response time exceeding 100 ms typically
employs Slow Controllers, while Fast Controllers are suited
for applications with shorter response times. Furthermore, the
use of COTS devices is encouraged due to their advantages,
including reliability, cost-effectiveness, streamlined integra-
tion, and reduced development time.

The Siemens© S7-1200 and S7-1500 PLCs, or similar mod-
els, have been designated as Slow Controllers owing to their
operational lifespan, advanced features, and optional OPC-UA
communication protocol. For Fast Controllers, together with
Siemens© S7-1500 CPU piloting a Siemens© TMFAST mod-
ule (FPGA based on Intel© Quartus CPU), microTCA techno-
logy (FPGA based on Xilinx© CPU) is under consideration,
while VME systems are being phased out due to their com-
plexity and declining relevance.

The architecture of local control systems is designed to be
highly compatible with either the PV Channel Access pro-
tocol or the OPC-UA protocol, enabling seamless data pro-
cessing and transmission, regardless of the primary control
SW employed, such as EPICS or WinCC-OA©. This adaptab-
ility highlights the integration of controllers that support OPC-
UA (like Siemens© S7-1200 and S7-1500), within the more
industrialized systems of IFMIF-DONES, as well as ‘old’
CPUs as Siemens© S7-400, still in use. Additionally, EPICS
IOC servers are utilized for the accelerator group controllers.
Experimental tests are ongoing to verify the interface between
OPC-UA and EPICS protocols and the associated latency.

In both scenarios, information exchange takes place within
a communication network where all LICS and the CICS can
communicate with one another. They transmit messages that
include metadata to enhance the value of the data, adhering
to the PV Channel Access standard in the case of EPICS or
utilizing OPC-UA for other communications (see figure 19).

All controllers within the CODAC system can generate
three distinct types of data:

23



Nucl. Fusion 65 (2025) 122003 M. Cappelli et al

1. LICS status monitoring data: These messages are small to
medium in size and are generated at a maximum frequency
of 10 Hz. They are sent from all local control systems and
represent synchronous data, which is required by all local
control systems.

2. Control data: Whereas the term ‘monitoring’ refers to the
operator’s action that occurs approximately three seconds
after receiving a notification on the HMI, ‘control’ data is
directed towards automatic process management, allowing
for much quicker responses.

3. Scientific data: This type consists of larger messages pro-
duced by a limited number of LICS, representing asyn-
chronous data. Only those local control systems that spe-
cifically require such data will utilize it.

To ensure the timely transmission of this information
without delays or collisions, and based on lessons learned from
LIPAc, all local control systems will connect to the CDCS
network through one dedicated port for monitoring data and
one dedicated port for control data. An additional port will be
provided for scientific data transmission as needed.

All data transmitted to the CICSmust be timestamped using
network time protocol (NTP), precision time protocol (PTP),
or White-Rabbit (WR) as timing protocols (see section 7) to
ensure sequential ordering for archiving and other purposes.
Consequently, all LICS must be synchronized via the IFMIF-
DONES timing network. The accuracy levels vary depending
on the protocol employed:

1. NTP synchronization: This protocol will be used for sys-
tems that require low time precision, typically in the mil-
lisecond range. NTP synchronization will be implemented
through the CDCS network to minimize the usage of ports
on the controllers.

2. PTP synchronization: This protocol will be employed for
systems needing higher time precision, around the micro-
second range. Controllers requiring PTP synchronization
will be directly connected to the timing network through
an exclusive port designated solely for this purpose.

3. White-rabbit synchronization: This protocol will be util-
ized by selected accelerator group systems that demand
extremely precise time accuracy (in the nanosecond range).
Controllers needing White-Rabbit synchronization will
also be directly linked to the timing network using a dedic-
ated port reserved for this specific function.

While the timing network is part of the CODAC system,
it is extended to the MPS and SCS systems, maintaining the
same properties, including redundancy.

6.2. MPS LICS design

Themain objectives of the LICS for theMPS system in IFMIF-
DONES are to guarantee the protection of the machine. These
systems must be monitored and configured for proper func-
tionality. Designing the LICS architecture for the MPS sys-
tem presents considerable challenges due to the diversity and
quantity of sensors and actuators throughout IFMIF-DONES,

Figure 20. Safety versus availability in MPS LICS.

as well as the timing responses required to stop the beam and
prevent any potential damage.

The operational availability target for IFMIF-DONES is
set at an ambitious 87%, which introduces several challenges.
Achieving a balance between availability and safety neces-
sitates careful planning and meticulous attention to detail.
Furthermore, maintaining a clear separation between the
CODAC and MPS systems is crucial for the integrity of the
entire system. Space constraints also pose challenges, some-
times requiring the reuse of I&C elements. Additionally, com-
pliance with the IEC-61511 standard adds another layer of
complexity to the design and implementation processes.

To tackle these challenges, a thorough analysis of LICS is
crucial for identifying the optimal I&C configurations. In most
cases, a 1oo2 architecture should be employed to enhance reli-
ability and safety; however, a 1oo1 configuration may be suit-
able in certain situations (figure 20). Moreover, it is essential
to avoid reusing I&C components from the CODAC system
for the MPS to maintain the integrity of safety and control
boundaries.

The sensors and actuators within the LICS for theMPS sys-
tem exhibit considerable diversity, encompassing both slow
devices, such as thermocouples and vacuum valves, and fast
devices, like beam position monitors and beam loss monitors.
These devices feature various signal interfaces, including both
digital and analogue formats.

A hardwired signal topology similar to the CODAC one is
desirable, even if a hardwired topology between the LICS and
CICS is not currently planned, with the exception of TTL data
exchanges for superfast interlocks, provided that the distance
between the CICS and LICS allows for this configuration.

6.3. SCS LICS design

Safety is the primary objective of all LICS within the SCS sys-
tem in IFMIF-DONES, and these systems must be monitored
and configured to ensure correct functionality. The LICS of the
SCS face significant challenges due to the wide variety and
quantity of sensors and actuators present throughout IFMIF-
DONES.
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Figure 21. IFMIF-DONES CICS-LICS communication network
general architecture.

The voting arrangement of sensors and actuators is a crit-
ical component for the LICS within the SCS. The architecture
typically employs at least a 1oo2 voting scheme to ensure a
balance between safety and availability. In some instances, a
2oo3 configuration may be necessary for specific systems to
enhance reliability and fault tolerance.

Reusing the I&C from the CODAC or MPS systems for
SCS purposes is strictly prohibited. The LICS of the SCSmust
utilize their own dedicated I&C, reinforcing the requirement
that the SCS should be capable of operating autonomously
and maintaining plant safety independently of the CODAC
andMPS systems. SCS sub-systems should adhere to the IEC-
61508, IEC-61511, and IEC-61513 standards on the basis of
the categorization of the safety functions to be performed.

7. Communication networks

Large-scale facilities like IFMIF-DONES depend on a robust
network infrastructure to enable data exchange, system con-
trol, and security measures. The technical network at IFMIF-
DONES consists of multiple interconnected networks that are
essential for its operation, including the CODAC, MPS and
SCS networks (figure 21). These networks play critical roles in
facilitating efficient data transmission, ensuring system integ-
ration, and managing the overall facility effectively.

Designing and implementing a communication network for
a scientific infrastructure like IFMIF-DONES presents several
complex challenges. Key issues include ensuring high data
throughput, maintaining low latency, achieving robust secur-
ity, and enabling scalability:

• High data throughput: It is essential to manage the vast
volumes of data generated by scientific experiments, neces-
sitating networks capable of supporting multi-gigabit-per-
second speeds. This has become more important than ever
with the potential to incorporate AI techniques for data ana-
lysis and optimization.

• Low latency: Real-time control and monitoring systems
require low latency, which calls for optimized routing and
minimal network congestion.

• Security: Protecting sensitive experimental data and con-
trol systems from cyber threats is paramount. This requires

Figure 22. IFMIF-DONES CON network architecture.

the implementation of advanced firewall configurations,
intrusion detection systems, and secure communication
protocols.

• Scalability: The network must be highly scalable to accom-
modate future expansions and technological advancements
without significant disruptions.

These factors, along with the necessity for reliable mainten-
ance, automated configuration management, and continuous
monitoring, create a complex challenge that demands careful
planning and execution to ensure the seamless operation of sci-
entific research facilities.

7.1. CODAC network

The primary components connected to the CODAC include
WSs in the central control room, all CODAC servers, and all
LICS. This network group is utilized for transmitting mon-
itoring data, configuration data, commands, and acquisition
data between CICS and LICS. Additionally, it facilitates com-
mand and configuration for RH devices, as well as audio-
visual signals.

The key network for CODAC is the controller operation
network (CON): this network manages commands, system
status, monitoring, and configuration data (figure 22).

In the framework of CODAC, additional specific purpose
networks are needed, such as:

• DTN/massive data network: This network is responsible for
transferring large volumes of asynchronous data, thereby
reducing congestion on the CON and it is key for including
AI-powered data analysis.

• Timing network: Dedicated to the TMS, it allows precise
synchronization across the control systems. This network is
described in more depth later.

Other specific purpose networks, not formally part of the
CODAC system but strongly related to it are the following:
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Figure 23. Time reference proposed for IFMIF-DONES.

• Audio–video network: This network manages audio and
video communications in the areas under radiation, required
for human safety.

• RH network: This is an exclusive network dedicated to sup-
porting RH operations as required by the corresponding
LICS. The RH system will feature a dedicated network for
exchanging RH commands and data.

7.1.1. Timing network. The Timing Network is respons-
ible for producing a global time reference for all the devices
in the facility, providing the proper reference for triggering
actions and event timestamping for all devices available in
the CODAC Network. The timing subsystem is implemented
based on an accurate time reference build on a low phase noise
maser disciplined to national time lab (UTC-ROA) using a
commune view technique. This is illustrated in figure 23. It
allows to provide a unique time scale in the facility, useful
also for RF dissemination.

Timing network supports three distinct levels of accur-
ate time transfer solutions, ensuring precise synchronization
across all the elements. While the network is part of the
CODAC system, the timing synchronization it generates is
propagated through a dedicated network that spans the three
main systems: CODAC, MPS, and SCS, providing a reference
‘point of presence’ at each LICS level as well as recommend-
ations and mechanisms for time handling inside each LICS
(figure 24) [31].

This synchronization is essential for maintaining coherence
and coordination between systems, especially for operations
that require precise and coordinated operations or a commune
frequency dissemination such as the RF elements of the accel-
erators. Three different time classes have been established for
each individual LICS, with a corresponding time transfer pro-
tocol designed for each of them:

1. Information parameters (IPs) : NTP
2. Loose time-related parameters (LTPs) : PTPv2
3. Tight time-related parameters (TTPs) : IEEE-1588-

2019 HA or WR.

Figure 24. IFMIF-DONES timing subsystem network architecture.
Reproduced from [31]. CC BY 4.0.

Figure 25 shows the current network design for such a sys-
tem, where each LICS is provided with the three-time trans-
fer protocols (NTP, PTPv2 and WR). A further optimization
based on the number of slaves can be implemented to reduce
the number of time servers. It is also important to note that the
master clock is redundant to avoid single point of failure on
this critical feature for the facility operation.

One proposed technology currently under evaluation is
TSN (time sensitive networking), which enables determin-
istic data delivery with low latency while supporting best-
effort traffic over the same cable. This approach would sim-
plify deployment without compromising flexibility or real-
time operation.
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Figure 25. Final network design for the timing subsystem including
the different LICS.

7.2. MPS network

The main components connected to the MPS include WSs in
the central control room, MPS SCADA servers, and Central
MPS controllers linked to dedicated controllers within the
LICS. These components are organized on two distinct rings:

• A pure Ethernet ring: This ring is used to exchange all data
except for interlock signals, primarily utilizing TCP/IP for
communication.

• A mixed ring: This ring facilitates the exchange of Boolean
interlock signals between the LICS and the central MPS. It
mainly employs PROFINET and EtherCAT over an Ethernet
layer, with some exceptions for ‘wired’ or FO connec-
tions used for superfast communication via dedicated TTL
controllers.

These two networks primarily transmit monitoring data and
configuration data between the CICS and LICS.

Both networks are isolated by the CODAC system,
which continuously monitors their operational status.
Communication is conducted through a dedicated gateway,
with unidirectional data flow (i.e., UDP) from the MPS cent-
ral servers to CODAC.

The primary Ethernet network must be sized to accommod-
ate all ‘service functions’ of the MPS and can have the same
architecture of the CODAC network. Conversely, the second
network must be designed to support all interlock MPS func-
tions, which requires adherence to dedicated criteria (e.g., very
low PFH, low latencies, ‘black channels’) and standards (e.g.,
IEC-61508).

A dedicated engineering WS can be connected to both net-
works, depending on the required functions, such as remotely
managing the MPS controllers in the LICS or performing
advanced actions like interlock bypassing or overriding and
controller programming.

The IDCS is the communication infrastructure dedicated to
the MPS (figure 26).

The IDCS consists of the following components:

• Digital network infrastructure: This includes active
components, such as switches, for both slow and fast inter-
locks. The design anticipates the potential for a shared
physical infrastructure between the fast and slow sections to

Figure 26. MPS networks.

optimize costs and space. If implemented as a single infra-
structure, it must accommodate communications for both
types of interlocks, utilizing different protocols as needed.

• Directly wired connection: This link is designated for very
fast interlocks, where the expected response time is in the
order of tens of microseconds. It is specifically for signals,
both inputs and outputs, that must be managed directly by
the CIS fast logic device (e.g. FPGA).

All LICS are required to exchange at least a minimum set of
signals with the CIS, that is the number of interlock nodes cor-
responds to the number of LICS. Additionally, the CIS will
also connect to other CICS systems.

At the top of the MPS communication infrastructure, there
exists an Ethernet layer that connects the MPS servers from
both CIS Train A and CIS Train B to the CIS WS. The
CODAC gateway should be directly linked to the CDCS. The
CIS central controllers (i.e. SPMs) are linked to the IDCS.
Communication with the CIS HMI is facilitated through the
supervisor module. At the moment, the connections to the
CR have been unified under the CCN for the CICS systems.
However, the necessity for an independent communication
channel from the CIS modules to the CIS HMI should be eval-
uated in the future, depending on the features of the CCN and
whether critical functions (e.g., overrides) need to be executed
by the HMI in the CR.

The IDCS serves as the connection between the CIS and
LICS. Architecturally, no distinctions are made based on the
characteristics of the LICS. Depending on the complexity of
the protected system, the local implementation of theMPS can
utilize either a programmable device (such as a fast or slow
controller) or rely on hardwired logics. In the latter scenario,
the required signals are exchanged through fast or slow remote
I/O devices. Regardless of the method employed, field data are
consistently exchanged through the IDCS.
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Direct hardwired links are also planned for:

• Monitoring outputs originating from the SCS.PSS;
• Key-scram buttons located on the Interlock Desk and CIS
SPMs, allowing operators to execute manual interlock
actions where necessary.

7.2.1. Interlock signal categories. According to the spe-
cific requirements, three categories of interlocks signals to be
exchanged over the IDCS have been identified:

• Slow interlocks over Ethernet network: Utilizing the
Siemens S7 family for slow controllers, the ProfiNet pro-
tocol is the reference choice. It can satisfy the SIL require-
ments through the availability of ProfiSAFE as safety pro-
tocol to be built on the main layer.

• Fast interlocks over network infrastructure: This category is
designated for fast interlocks utilizing the NI cRIO© plat-
form.While it can be extended to the safety version FailSafe
over EtherCAT (FSoE), at the time the initial requirements
were set, the platform did not have full certification for
safety applications. Therefore, integrity must be ensured
through redundancy, fail-safe communications, and addi-
tional validation. This objective can be achieved either
through the ‘double-decker’ reference configuration and/or
by implementing dedicated redundancies within each con-
trol train.

• Very fast interlock via hardwired connection: This category
involves direct hardwired connections for interlocks that
require immediate action and response times in the order of
tens of microseconds.

Some other relevant features should be remarked:

• Mixing protocols: The design allows for sharing the same
physical infrastructure between fast and slow sections to
optimize cost and space. While PROFINET and EtherCAT
can be mixed on the same infrastructure, specific tests are
required to evaluate communication performance under the
project specific traffic conditions.

• Active components: The IDCS network will incorporate
active components that support redundancy protocols for
implementing network rings. The switches utilized must be
compatible with both PROFINET and EtherCAT protocols.

• OPC UA support: The system must support the OPC UA
protocols for communication between the supervisor mod-
ule and the CODAC Gateway. This protocol can also facil-
itate communication between fast controllers and server
applications (i.e., supervisor module), with support from
commercial SW tools.

• Web protocols: For communication between the Central
MPS Supervisor Module and MPS Operator Stations,
web protocols like hypertext transfer protocol secure
(HTTPS) and file transfer protocol (FTP) are planned for
implementation.

As discussed in section 7.2, TSN is under evaluation in
particular for the MPS. A possible architecture for the

Figure 27. TSN-based MPS network (see [32]). The slow
architecture is represented in pink, the fast architecture in dark blue
and the hardwired architecture in light green. All parts related to
TSN are represented in aquamarine.

TSN-based MPS architecture is shown in figure 27. The
description of this specific TSN-based architecture is given in
[32].

7.3. SCS network

The SCS is a multifaceted system made up of four primary
functional subsystems, each with distinct sizing criteria and
standards. These subsystems include also a large number of
field components (sensors, DAUs and data collecting units)
that must be interconnected and data routed to the assigned
CICS cubicles.

To meet these needs, a specialized network called SDCS
has been designed, not only for managing safety interlock sig-
nals but also as a protective barrier system, since it is designed
by following the same standards used for the connected sub-
systems/components. The SDCS provides secure, asynchron-
ous communication interfaces between SCS controllers loc-
ated in the LICS and the central SCS system, supporting status
monitoring and parameter configuration.

The SDCS is divided into four independent, redundant sub-
networks, four assigned to a specific IFMIF-DONES safety
subsystem (PSS, OSS, PASS, RAMSES) and one to connect
the SCADA servers with the dedicated operator WSs in the
control room and/or in the rooms required by the health phys-
ics office.

While the primary communication medium is Ethernet, the
SDCS incorporates additional protocols such as PROFINET,
EtherCAT, TCP/IP, and UDP, along with safety layers like
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Table 3. Technology potentially involved in the SCS networks. For
SCS.PSS the ‘wired’ option shall be evaluated, preliminary, as the
more effective way to connect central SCS.PSS to plant system
LICS. For SCS.PASS and SCS.RAMSES the ‘wired’ option should
be limited to the on-field components.

Net branch tag Ethernet Field bus Wired

SCS.SDCS.CR Yes No No
SCS.SDCS.PSS Yes No Yes
SCS.SDCS.OSS Yes No No
SCS.SDCS.PASS Yes Yes Yes
SCS.SDCS.RAMSES Yes Yes Yes

ProfiSAFE, FSoE, and OpenSAFE. Field devices may also use
other protocols, including MODBUS over TCP/IP.

Both PSS and PASS require the management of Boolean
safety interlock signals. Based on the technology selected for
the SCS controllers in the LICS and their respective categories,
these signals may be ‘hardwired’ (e.g., a 24 V DC energized
line) to maximize the PFH. Other communication methods are
also under consideration.

The SDCS is responsible for connecting all equipment with
a safety function and it is organized into different branches or
segments:

1. SCS.SDCS.CR: safety data communication network for the
control room

2. SCS.SDCS.PSS: safety data communication network for
the plant safety subsystem

3. SCS.SDCS.OSS: safety data communication network for
the occupational safety subsystem

4. SCS.SDCS.PASS: safety data communication network for
the personal access safety subsystem

5. SCS.SDCS.RAMSES: safety data communication network
for the radiation monitoring system

Each branch will meet the specific requirements for SIC,
SIL, Seismic Class, and Electric Class as needed for the con-
nected subsystems. Routers, hubs, and switches form an integ-
ral part of this network, while gateways (if necessary) will be
part of the CICS and housed within its cubicles.

Table 3 shows the technologies potentially involved.
The SCS.SDCS.CR network branch is tasked with connect-

ing all data servers housed within the CICS cubicles, linking
each part of the SCS to its corresponding specialized operator
terminal and the CODACGateway. This network is configured
as a redundant Ethernet-based ring, leveraging either copper
cabling or FO.

A portion of this Ethernet network is categorized based on
the components connected:

• SIC-2/Non-SIC, Category C, and Class 3 for critical safety
systems

• Non-SIC/Not Classified for less critical or non-classified
components

This modular design ensures redundancy, reliability, and fault
tolerance.

The SCS.SDCS.PSS network branch will consist of at least
three main sub-networks:

1. Double redundant Ethernet network: This networkwill con-
nect the SCS.PASS and SCS.RAMSES cubicles to ensure
redundancy for the safety interlock system.

2. Dedicated safety interlock network: This network will
handle direct connections between the Central SCS.PSS,
LICS controllers, and the devices they control. It will trans-
fer Boolean signals characterized by specific cabling stand-
ards:

• 4–20 mA for analog input signals, though not recom-
mended by vendors.

• 0–30 V DC for DI/DO signals, with a reference of 24 V
DC.

• Low impedance (<50 pF m−1) for TTL signals, if
applicable.

The central SCS.PSS does not generate analog outputs and
is not directly connected to the devices it controls.

3. Ethernet network for safety alarms: This network will
connect all LICS controllers generating safety alarms to
the SCS.PSS CICS, enabling the real-time transfer of the
numerical values associated with the generation of safety
interlock alarms.

Each LICS controller or train will execute safety logic inde-
pendently. A double voting mechanism will check the pro-
cessing results for any discrepancies, ensuring system integ-
rity. Segregation between the two safety trains will be enforced
by defining two separate installation paths, in line with safety
protocols.

To comply with SCS.PSS requirements, particularly those
classified as SIC-1 (IEC 61226 Category A or B) or SIC-
2 (IEC 61226 Category B or C), the following criteria are
mandatory:

• All safety interlock signals received or generated by the
SCS.PSS must be discrete.

• Safety interlock processing logics for the SCS.PSS must be
Boolean (i.e., DI, DO, relays).

• Signals received by the central SCS.PSS must be duplicated
at the LICS level, allowing a minimum of 1oo2 logic (with
a target of 2oo3 based on RAMI results).

• Signals processed by the central SCS.PSS will be handled
by two separate trains, identified as Train A and Train B.

• Safety commands generated by the central SCS.PSS must
be duplicated and transmitted to separate actuators.

The SCS.SDCS.OSS network branch will consist of:

a) Direct connections (field bus or Ethernet) DI/DO
involving:
a. LICS inside the main building to SCS.OSS
b. LICS outside the main building to SCS.OSS
c. SCS.OSS to SCS.PASS direct connection
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b) Ethernet connections among SCS.OSS CICS and
SCS.PASS and SCS.RAMSES CICS to exchange numer-
ical values associated to alarms.

c) Ethernet connections among SCS.OSS and monitoring
devices outside the main building.

The SCS.SDCS.PASS network branch has several key
functions:

1. Connect access controllers to peripheral devices: This
includes communication with door lockers, card readers,
door position sensors, CAMs, and interphones.

2. Connect SCS.PASS CICS via Ethernet: The SCS.PASS
CICS communicates with the other three SCS subsystems
to exchange metadata, as well as with CODAC for central-
ized control.

3. Integration with the MPS: The SCS.PASS is linked to the
MPS, providing the necessary inputs for authorizing plant
operation changes.

4. Local room alarms: It is responsible for the connection to
local emergency systems, such as visual and audio alarms,
to signal alerts.

5. Ensure beam mode safety: It allows safety shutdown of the
acceleration process in beam mode to prevent accidents,
including the risk of ‘man burn’ incidents.

The main communication methods are:

a) Peripheral devices: Door lockers, card readers, and door
position sensors connect to access controllers via RS-
485 in a daisy-chain configuration. This method is widely
adopted for its reliability and cost-effectiveness. If needed,
RS-485 I/O can be adapted to Ethernet.

b) CAMs and interphones: These devices communicate over
Ethernet, primarily for voice and video data. Their connec-
tions are directly linked to the server.

The SCS.SDCS.RAMSES network branch connects the
RAMSES servers to radiation monitoring devices deployed
throughout the plant. Its architecture includes:

a) RS-485 daisy chain and Ethernet: Devices are connected
through RS-485 and RS-485/Ethernet terminal servers or
directly through Ethernet (TCP/IP) in a star or Ethernet
ring topology.

b) Radiation monitoring equipment: Most RAMSES devices
are COTS, and the manufacturers are not constrained by
communication protocols, except for ensuring that:
a. Devices must include RS-485 and/or Ethernet

connectors.
b. If proprietary protocols are used, the manufacturers

must provide the technical specifications to enable
integration with RAMSES systems.

c) RSUs Type 2: Gateways such as RSU2 are used to unify
protocols from different vendors to ensure compatibility
with RAMSES CICS servers.

The SCS.SDCS.RAMSES architecture includes:

1. Sensors/DAUs: Distributed across the plant, these are con-
nected to RSU2 via RS-485 or Ethernet media.

2. Hardwired SIC-1 sensors: Some sensors are directly con-
nected to RSU1 via hardwired logic (0–1, 0–24 V DC),
especially those classified SIC-1 and interfacing with
SCS.PSS.

3. SCS.PSS integration: Selected SIC-1 sensors are hardwired
to SCS.PSS, and RSU1 connects to SCS.PSS via similar
hardwired logic.

4. RSU Type 2 and RAMSES CICS: RSU2 communicates
with RAMSES CICS over Ethernet.

5. Metadata exchange: SCS.OSS and SCS.PASS CICS are
connected to the RAMSES cubicle via Ethernet to exchange
metadata, ensuring system-wide integration of data and
safety measures.

7.4. Service networks

In addition to the technical networks at IFMIF-DONES, sev-
eral other networks support various operational and adminis-
trative functions within the facility:

• General purpose network (GPN): This network facilitates
the daily operations of non-technical systems, connecting
office devices such as laptops, desktop computers, printers,
phones, and a wireless network. It also includes a dedicated
network for visitors (figure 28).

• DMZ network: The DMZ network serves as a secure zone
connecting general-purpose servers, such as email serv-
ers, file exchange servers, web servers, and printer servers.
It provides controlled access while maintaining separation
between internal and external systems to enhance security.

• Surveillance network: This network is responsible for mon-
itoring the security of the IFMIF-DONES facility perimeter,
ensuring continuous surveillance and protection against
potential threats.

These networks provide critical infrastructure, supporting both
the technical and administrative needs of the facility.

7.5. Management network

The management network oversees the entire IFMIF-DONES
infrastructure, including both the technical and general pur-
pose networks. Each switch and router within the system is
equipped with a dedicated port connected to this network,
allowing for several key functions:

• Maintenance: The network streamlines routine mainten-
ance, troubleshooting, and diagnostics, ensuring optimal
performance across the infrastructure.

• Automated configuration: It facilitates dynamic adjust-
ments of switches and routers based on predefined
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Figure 28. IFMIF-DONES GPN network architecture.

security policies, reducing misconfigurations and enhan-
cing security.

• Firmware updates: Automated firmware updates ensure that
vulnerabilities are addressed in a timely manner and that
overall performance remains high, maintaining strong net-
work security.

• Network monitoring: Continuous monitoring of network
activity detects and addresses anomalies or breaches, safe-
guarding the integrity of the entire system.

This comprehensive approach to network management
ensures that the IFMIF-DONES infrastructure remains secure,
efficient, and resilient to potential threats. The extensive net-
work architecture, encompassing CODAC, MPS, and SCS
networks, provides a solid foundation for efficient operations
and effective data management. By addressing potential chal-
lenges and implementing robust solutions, IFMIF-DONES
ensures optimal performance and security in its research
and experimentation. Ongoing R&D efforts will continue
to enhance the network capabilities, allowing it to adapt to the
evolving demands of fusion materials research.

8. Protection and safety considerations

In the previous sections, the design of the machine protec-
tion systems (MPS) and safety control systems (SCS) was
presented based on the system requirements envisaged by the
project. More generally, it is useful to make some design con-
siderations on the reasons and purposes that in this activity
were the basis of the choices currently made and those that
will be made in the future both to correct the limitations of the
current design and to consider new inputs coming from the
natural evolution of the project. In this section we will there-
fore describe these protection and security issues from a more
transversal point of view.
Functional safety is defined in the IEC 61508 standard as

the ‘part of the overall safety relating to the EUC and the EUC
control system that depends on the correct functioning of the
E/E/PE safety-related systems and other risk reduction meas-
ures’ [33]. IEC 61508 primarily addresses the structure of a
company’s quality system in relation to the functional safety of
products (i.e. the so-called functional safety management sys-
tem), the methods for determining PFD, PFH and SIL, and the
reliability of components, equipment, and systems in safety
applications.

Typically, safety systems consist of sensors and trans-
ducers, a logic solver (potentially including security SW), and
final elements (such as actuators or safety function drives).
PFD (or PFH) represents the probability that a device or sys-
tem will fail to perform its required safety function. This prob-
ability correlates with a SIL level, which ranges from 1 to 4,
to indicate the integrity level of the safety device or system in
question.

Higher-risk safety systems demand higher SIL values. The
evaluation of a system reliability and the certification of its
components under IEC 61508 is an effective, internationally
recognized method to ensure and verify the reliability of any
device, system, or process involving safety considerations,
such as risks to people, the environment, or property.

There are essentially three types of certifications that are
possible and often required by the market:

1. HW certification according to IEC 61508.
2. HW certification with ‘Proven in use’ considerations com-

pliant with IEC 61508/61511.
3. Full certification in compliance with IEC 61508.

On the other hand, SIL certification is increasingly becom-
ing a contractual requirement in major tenders for both mech-
anical and electrical/electronic products or systems.

Concerning MPS, where safety is not directly involved but
rather the prevention of damage to equipment or systems, the
SIL defined in IEC 61508 can be interpreted as interlock integ-
rity level (IIL). The MPS ensures that the equipment is safely
transferred to a controlled state when specific conditions are
met, such as an operational anomaly or parameter breach.

MPS, which is designed using complex electronic devices
like PLCs, FPGAs, or other programmable electronics, should
be categorized as a Type B subsystem according to IEC
61508–2. AType B system involves components whose failure
modes are less well-defined, often involving SW or complex
logic circuits that cannot be fully tested via traditional means.

Since the interlock function is only required when a devi-
ation or anomaly occurs, but with the likelihood of more than
one activation per year, MPS is classified as operating in high-
demand mode. In this mode, the system is expected to fre-
quently engage, moving the EUC into a specified ‘safe state’
(in this case, a protected or controlled state). The target failure
measures for a safety function (here interlock function) operat-
ing in high demand mode of operation or continuous mode of
operation are defined in table 4 following IEC 61508–1 [28].
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Table 4. Safety integrity levels—target failure measures for a safety function operating in high demand mode of operation or continuous
mode of operation (from [IEC 61508–1]).

Safety integrity level
Low demand mode of operation
(Average PFH to perform its design function on demand)

High demand or continuous mode of operation
(Probability of a dangerous failure per hour)

4 10−5 to <10−4 10−9 to <10−8

3 10−4 to <10−3 10−8 to <10−7

2 10−3 to <10−2 10−7 to <10−6

1 10−2 to <10−1 10−6 to <10−5

Table 5. Maximum allowable safety integrity level for a safety
function carried out by a type B safety-related element or subsystem
(from [IEC 61508–2]).

Safe failure fraction of an element

Hardware fault tolerance

0 1 2

<60% Not allowed SIL 1 SIL 2
60%–<90% SIL 1 SIL 2 SIL 3
90%–<99% SIL 2 SIL 3 SIL 4
⩾99% SIL 3 SIL 4 SIL 4

The highest integrity level that can be claimed for a function
is limited by the HW fault tolerance (HFT) and the SFF. The
architectural constrains on type B components are defined in
table 5 following IEC 61508–2 [34].

To achieve the desired IIL for the MPS, designers must
carefully consider:

1. PFH: Set according to IEC 61508–1 table 3 for the high-
demand mode.

2. SFF and HFT: Defined in IEC 61508–2 table 3, limiting the
maximum possible IIL for the interlock function.

3. Type B subsystem classification: Ensuring the system
architecture adheres to the required fault tolerance and
reliability.

By aligning the MPS design with these guidelines, the sys-
tem can achieve the appropriate IIL needed for reliable and
effective interlock functionality.

It should be noted that the discussion regarding SIL for the
MPS raises several important points regarding the application
of the IEC 61508 standard and its implications for safety in
complex systems like the IFMIF-DONES design.

The existing SIL-3 requirement for the MPS is acknow-
ledged as an arbitrary target rather than a necessity dictated
by a comprehensive risk analysis. While IEC 61508–1 spe-
cifies that the average PFH for an interlock function should be
less than 10−7 h, it allows for a PFH between 10−8 and 10−7.
Thus, adopting a target of SIL-3 without substantiated risks
could lead to unnecessary complexity in the system design.

It is important to note that SW compliance (such as CPU
firmware, SCADA systems, and CPU programming tools)
often represents the true bottleneck in implementing IEC
61508, rather than the HW itself. The very rapid actuation
times (on the order of microseconds) of the MPS raise ques-
tions about the practicality of achieving a SIL-3 rating across

the entire control chain. If certain components in the con-
trol chain (like sensors, actuators, and the communication net-
works) do not support the same integrity level, assigning a
higher SIL to the MPS may lead to a misleading perception
of safety.

Drawing on return experiences from other facilities,
there is skepticism about the applicability of a high SIL
requirement, particularly when the system’s performance
may not consistently align with such standards. The realiz-
ation that various safety instrumented functions within the
risk assessment scenarios had a broad distribution of safety
requirements—ranging from no SIL to SIL-4—emphasizes
that a one-size-fits-all approach to SIL assignment may not be
suitable.

The SCS requirements described in section 5 form a robust
framework for the SCS architecture, prioritizing safety and
reliability while allowing for effective communication and
monitoring across the subsystems. The emphasis on Boolean
logic for connections and safety logics, the role of dedicated
hardwired consoles, and the structured approach to HMI con-
nections are all aimed at enhancing the operational integrity
and safety of the facility.

By adhering to these guidelines, the SCS ensures a
comprehensive safety approach, capable of effectively man-
aging the complex interactions and requirements of the
various subsystems while safeguarding personnel and the
environment.

9. Conclusions and future work

In the future, the ENS project will advance by further refining
the current engineering design of the IFMIF-DONES facil-
ity. Building on the definition design, the focus will shift
toward completing the engineering blueprint, carrying out
experimental validation, performing transversal analyses, and
preparing technical specifications for upcoming construction
tenders.

As mentioned in the introductory part, the final decision on
which control framework to implement may strongly depend
on the specific needs of the accelerator, including the com-
plexity of the control tasks, budgetary considerations, and eco-
nomic scale.

Modern ASs often adopt a hybrid approach, combining
multiple control frameworks to achieve an optimal balance
of flexibility, real-time performance, and ease of use—an
approach reflected in the design of the IFMIF-DONES con-
trol system here described. This hybrid system addresses the
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unique demands of the project while accommodating in amod-
ular way future revisions driven by evolving technical, sci-
entific, or management needs.

It is important to acknowledge that the project being in
its definition phase, design choices may be adjusted as new
technologies emerge or project requirements shift. Therefore,
the IFMIF-DONES control system design reflects a versatile
and adaptive approach tailored to meet both present and future
demands. This leads to a continuous update and improvement
of the project, starting from the control framework itself.

Due to the advances in technology and also to be
aligned with new industry standards, nowadays some modern
SCADAs have been introduced in other large scientific facil-
ities as NASA [35], CERN [36, 37] or ITER [38]. Probably
the most illustrative example of an industrial SCADA used in
a large research facility is the implementation of WinCC OA©

at CERN. There, this SCADA is the base for the supervisory
system of their two main industrial control frameworks (JCOP
and UNICOS) [39]. As another example, at the Karlsruhe
Research Accelerator, WinCC OA© is working as the over-
all SCADA for all beamlines and it allows the interconnection
between different systems controlled by TANGO and EPICS
respectively, providing the GUI too [40]. And it is also worth
mentioning the Sirius (the Brazilian 4th generation synchro-
tron light source). HereWinCCUnified© is planned to be used
as general supervisory system for all the scientific facilities
[41], to coordinate the data generated by different equipment,
some controlled by EPICS and others using industrial proto-
cols as OPC-UA provided by commercial automation systems.

In the scope of the IFMIF-DONES project some compar-
ative studies have been performed to analyze the feasibility
of different control frameworks to the plant scope. The main
conclusions may show that:

• Unifying the CICS control framework with an industrial
SCADA for all systems is a possible solution and might
improve practicality, operability, and functionality.

• License cost of proprietary solutions is not the only key
decision factor.

• If meeting SIL3 qualification remains a key requirement for
MPS and/or SCS, an indutrial SCADAmight be a necessary
choice.

Based on these results, an update to the CODAC architecture is
currently under evaluation. This update might lead to a unified
industrial SCADA framework for all CICS systems (CODAC,
MPS, and SCS), while EPICS remains an important control
framework, though primarily focused on local control within
certain LICS. This revised architecture would also facilitate
the management and integration of other LICS using industry-
standard protocols, distinct from EPICS. Various technologies
for enabling communication between the two proposed con-
trol frameworks (EPICS and an industrial SCADA) through a
gateway are being investigated, and a performance comparison
will be conducted.

The current MPS design could be revised by taking into
account recent technological advancements and components
(e.g., Siemens© S7-1518 HF CPUs, NI CRIO 9048 main

chassis, Intel© Quartus FPGA, µTCA), updating commu-
nication protocols (e.g., Profinet I-Device, EtherCAT, OF
wired, etc), and opting to exclude servers or embedded PCs
from managing interlock signals. Additionally, certain design
choices, such as the ‘double decker’ configuration—originally
used to synchronize components available 10 years ago to
achieve high PFH—could also be revised and simplified.
Classifying MPS interlock parts as SIL2, SIL3, or SIL4
according to IEC 61508 should not be a design requirement,
but rather a result of the system’s compliance with response
time requirements and PFH evaluation over its expected life-
time (e.g., 20 years) and minimum time between two planned
maintenance periods (e.g., 1 year).

The current design of SCS.PSS and SCS.PASS is evolving
toward a more detailed and refined approach, where safety
interlock loops (based on Boolean signals) are physically sep-
arated from safety data management. Safety interlock sig-
nals need to be managed in the most reliable and fastest
way possible, using certified technologies, which are currently
still reliant on hardwired systems to interface with LICS and
CICS. However, within the CICS, other technologies such as
TwinSafe© and FSoE can be used for faster response times
in processing logic. On the other hand, safety data manage-
ment, which differs from Boolean-based interlock signals, can
still utilize newer technologies (e.g. EtherCAT, PROFINET)
that do not necessarily support safety protocols but are sized
according to IEC 61226/IEC 61513, with SIL requirements
relaxed to the same level as those of the MPS.

One of the main problems on which future development
will have to focus is that of the LICS design. Potential
challenges for LICS include communication latency or loss
between LICS and CICS, actuator or sensor failures, and SW
bugs that could disrupt control operations. Additionally, issues
such as inadequate data preprocessing, HW degradation, or
inadequate fault detection could affect system performance
and safety. Handling these risks requires robust design, reg-
ular maintenance, and fail-safe mechanisms.

Other future improvements will deal with real-time control,
safety interlocks, and communication protocols. As explained
in the different sections above, IFMIF-DONES may require
strict time constraints: delays or failures to act within the
required time can lead to significant issues, so that a higher
performant real-time system may be needed. This will lead
to improve precise timing and response through the advanced
design of a specific timing system and network introduced
in section 7; improve the level of determinism by using
devices like FPGAs or advanced programmable devices;
reduce latency to maintain real-time performance; improve the
integration with sensors and actuators in RT.

In the MPS section (see section 5), the importance of the
safety interlocks design was seen to prevent dangerous or
improper actions in automated systems. Future work on safety
interlocks will focus on improved fail-safe mechanisms, phys-
ical and SW-based interlocks to ensure comprehensive safety
coverage and optimized redundancy.

In section 7 it has been clearly shown how communica-
tion protocols govern the exchange of information between
different system components, allowing them to work together
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effectively. In control systems, reliable and efficient com-
munication is crucial, especially in distributed systems with
numerousmultiple interconnected parts (e.g., sensors, control-
lers, actuators). Future work on communication protocols will
include an optimized standardization and interoperability, a
lower latency and higher reliability, the integration with the
security to protect systems from cyberattacks, unauthorized
access, or data tampering.

One key area of development will be the integration of the
control system with instruments and diagnostics. This integ-
ration will be enhanced by AI tools, which will significantly
increase the facility’s reliability, efficiency, and safety (see
[42] for a recent study on this subject). AI will provide oper-
ators with advanced tools for proactive system management,
enabling them to optimize performance in real-time, especially
in particle ASs (as shown in many ASs’ applications as in
[43–48]).

By incorporating AI-driven diagnostics, future operators
will be able to extract more detailed insights from real-time
data. Machine learning algorithms will analyze long-term
operational data to enable predictive maintenance, allowing
potential issues to be addressed before they escalate [49, 50].
This capability will reduce downtime and improve operational
efficiency.

AI will also enhance the control systems by dynamic-
ally adjusting parameters in response to changing conditions,
ensuring the system adapts in real-time and learns from oper-
ational data. Furthermore, AI will strengthen safety protocols
through advanced anomaly detection, enabling operators to
respond quickly to deviations and implement stronger prevent-
ive measures.

In conclusion, the future integration of AI into the control
and diagnostic systems of IFMIF-DONESwill lead to a highly
adaptive, data-driven facility that prioritizes safety, efficiency,
and optimized performance throughout its operations.
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